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ROOH (1:6)

 One of the new features present in Oracle 18c in the read only Oracle home

 Why a read only home?

 Prevents anyone from modifying files under $ORACLE_HOME

 /dbs (spfile)

 /network/admin (sqlnet.ora, listener.ora, tnsnames.ora)

 /rdbms/admin (source code for data dictionary objects, functions, packages, and procedures)

 /sqlplus/admin (glogin.sql runs automatically with every SQL*Plus login)
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ROOH (2:6)
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ROOH (3:6)
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ROOH (4:6)
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ROOH (5:5)
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ROOH (6:6)

 With a Read Only Oracle Home we protect files that should be static upon 
install and minimize the footprint for attack to a very small number of files that 
must be dynamic

 To identify the new locations Oracle has created 2 new environment variables
 Oracle Base Configuration (orabaseconfig) which exists primarily as a mapping to .ora and .dat files

 Oracle Base Home (orabasehome) which is primarily intended as a mapping to /network/admin

 You enable a Read Only Oracle Home with roohctl -enable as shown below

 In 12c, you can change your habits and replace all references to 
${ORACLE_HOME}/dbs with $(oracle_base_config)/dbs and  
${ORACLE_HOME} with $(oracle_base_home). In 12c they will go to the 
same ORACLE_HOME. But you will be ready to enable ROOH in 18c

[oracle@VM181 18c]$ roohctl -enable

Enabling Read-Only Oracle home.

Update orabasetab file to enable Read-Only Oracle home.

Orabasetab file has been updated successfully.

Create bootstrap directories for Read-Only Oracle home.

Bootstrap directories have been created successfully.

Bootstrap files have been processed successfully.

Read-Only Oracle home has been enabled successfully.

Check the log file /u01/app/oracle/cfgtoollogs/roohctl/roohctl-180217PM111551.log.
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An IT Terrorist Attack (7:7)

 We need you to grab your keyboard and join us in the battle to protect your 
data, your database, your organization

 ROOH is a step in the right direction


