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Unsafe Harbor

ÁThis room is an unsafe harbor

ÁYou can rely on the information in this presentation to help you protect your 
data, your databases, your organization, and your career

ÁNo one from Oracle has previewed this presentation

ÁNo one from Oracle knows 

what I'm going to say

ÁNo one from Oracle has 

supplied any of my materials

ÁEverything we will discuss is 

existing, proven, functionality



Introduction
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ÁOracle ACE Director Alumnus

ÁOracle Educator

Á Curriculum author and primary program instructor at University of Washington

Á Consultant: Harvard University

Á University Guest Lecturers

ÁAPAC: University of Canterbury (NZ)

ÁEMEA: University of Oslo (Norway)

ÁLatin America: Universidad Cenfotec, Universidad Latina de Panama, Technologico de Costa Rica

Á IT Professional
Á First computer: IBM 360/40 in 1969: Fortran IV

Á Oracle Database since 1988-9 and Oracle Beta Tester
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My Websites: Morgan's Library

www.morganslibrary.org
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Meta7 In Forbes Magazine
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Meta7 In Oracle Magazine
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Travel Log: 2010 - Norway
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Travel Log: 2010 - Norway
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Travel Log: 2010 - Peru
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Travel Log: 2010 - Chile
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Travel Log: 2013 - Beijing China
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Travel Log: 2014 - Galapagos Islands Ecuador
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Just In Time IT Procurement

Software Defined Everything

14
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Introduction to Security
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Why Am I Focusing On Oracle Database Security Today?

ÁBecause OEM's, like Oracle, talk about their products about not security

ÁBecause most organizations spend/waste their money on perimeter defense

ÁBecause no one teaches operational security to Application Developers

ÁBecause no one teaches operational security to

Á Application Admins

Á Network Admins

Á Storage Admins

Á System Admins

Á DBAs

Á IT Management

ÁBecause most of what is implemented
can be by-passed within minutes

Á ... which is obvious given the number 
of systems broken into every day
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Security Training

ÁLet's have a show of hands

Á Has your current employer provided you with a class on securing an Oracle Database?

Á Has your current employer paid for you to take formal security classes?

Á Does your current employer have a document that states security criteria that must be 
followed for your organization's Oracle databases?

Á Is it followed?

Á Has any employer in your entire career provided you with training or a formally published 
security document specific to Oracle databases?

Á Is the total extent of your personal on-the-job security training someone telling you not to 
open emails from Nigerian royalty offering you millions of dollars?

ÁHas anyone here heard of any resource on the planet where their employer 
could send them to receive training on how to secure an Oracle Database?
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The 99:01 Rule

ÁForget the 80:20 rule

Á99% of the efforts of the organizations we work for focus on passing audits

Á99% of the money spent on security focuses on

Á Compliance with government and industry regulations

Á Meeting contractually agreed-to terms

Á Auditing which is NOT security and is essentially irrelevant to security

ÁEveryone in this room can name dozens of organizations broken into recently

ÁEvery one of them ... EVERY ONE ... passed their audits

ExperianEquifax

Sony

Office of Personnel Management Uber Yahoo

Deep Root AnalyticsVerizon Intercontinental HotelsSWIFT
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From A Security Standpoint This Is All Irrelevant Distraction

AMERICAS 

Å SarbOx

Å HIPAA

Å PCI

Å FDA CFR 21 Part 11

Å OMB Circular A-123

Å SEC and DoD Records Retention

Å DFARS

Å USA  Patriot Act

Å Gramm-Leach-Bliley Act

Å Federal Sentencing Guidelines 

Å Foreign Corrupt Practices Act

Å Market Instruments 52 (Canada)

EMEA

Å EU Privacy Directives

Å UK Companies Law

APAC

Å J-SOX (Japan)

Å CLERP 9: Audit Reform and Corporate Disclosure Act (Australia)

Å Stock Exchange of Thailand Code on Corporate Governance

GLOBAL

Å International Accounting Standards

Å Basel II (Global Banking)

Å OECD Guidelines on Corporate Governance
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Misdirected By The Web

ÁWhat does the IC3 have to do with securing data?

ÁNothing!

ÁAll of this is focused on how cyber-
criminals get login credentials

ÁNot one byte relates to how, once
credentials are stolen, the data can
be protected
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Misdirected By Our Vendors

ÁA great tool for selling Data Masking, Data Redaction, and Advanced Security 
Option licenses

ÁNot so great at doing what its title says it does
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My Rhetorical Question

ÁWould we want our surgeon to practice 1980s medicine?

ÁThen why are we "securing" our databases the way we did in the 80's?

ÁThe threats have evolved but we have not



The Real Risks
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How Database Breaches Really Occur

Á48% involve privilege misuse

Á40% result from hacking

Á38% utilized malware

Á28% employed social engineering

Á15% physical attacks

Percentages do not add up to 100% because many breaches employed multiple tactics in parallel or were outliers

Types of hacking by percent of breaches within hacking and percent of records

Valid login credentials                                                                                                      38% / 86%

Exploited backdoor or command/control channel                                                                                29% / 5%

SQL Injection                                                                                                                25% / 89%
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Internal vs. External Threats

ÁMost organizations focus on the least likely threats and ignore what has been 
historically proven to be the greatest threat

ÁThe following is quoted from "Reference for Business" on the subject of 
computer crimes

ÁWhen organizations focus on their firewall they are focusing on what is often 
the most expensive, yet least effective, protection against data theft

ÁPart of our job is to provide solutions that address vulnerabilities and minimize 
our organization's risk exposure

ÁThe other part is to be educators ... to educate our internal and external 
customers the nature of real-world threats

ÁThe education needs to come from us ... not from someone in sales

As criminologist and computer-insurance executive Ron Hale indicated to Tim McCollum of Nation's Business, one of 

the most unsettling facts about computer crime is that the greatest threat to information security for small businesses 

is their employees. As McCollum noted, "a company's employees typically have access to its personal computers and 

computer networks, and often they know precisely what business information is valuable and where to find it." The 
reasons for these betrayals are many, ranging from workplace dissatisfaction to financial or family difficulties. 

http://www.referenceforbusiness.com/knowledge/Criminology.html
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Oracle Management & Security Cloud (4:2)
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Oracle Management & Security Cloud (4:2)
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Oracle Management & Security Cloud (5:2)
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It Must Be "Our Computers" vs "Their Computers"

Anyone want to play chess with Deep Blue?

Anyone want to take a shot at AlphaGo?
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The Threat Map

The threat is not a bunch of 20 year old script kiddies

If the threat is an organized crime family you will find your 
data being sold on the dark web

If the threat is a nation-state you will find your data being 
used to attack your country, your community, your family
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This Is How Many Of Us See Future DBAs
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And We Are Arming Ourselves
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ÁMost databases break-ins are never detected and thus never reported

ÁWhat you hear about is the part of the iceberg above the water

ÁDatabase related risks fall into three broad categories

Á Data Theft

Á Data Alteration

Á Transforming the database into an attack tool

ÁTo accomplish the above activities requires gaining access and doing so 
generally falls into one of the following categories

Á Utilizing granted privileges and privilege escalation

Á Access to Oracle built-in packages

Á SQL Injection attacks

Database Risks
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A Dose Of DBA Reality (1:6)

Á It takes precisely this much PL/SQL to compromise an internal network

SQL> select utl_inaddr.get_host_address ('www.umn.edu') from dual;

UTL_INADDR.GET_HOST_ADDRESS('WWW.UMN.EDU')

-------------------------------------------

134.84.119.107

SQL> select utl_inaddr.get_host_name ('134.84.119.025') from dual;

UTL_INADDR.GET_HOST_NAME('134.84.119.025')

-------------------------------------------

g- smtp - w.tc.umn.edu

DECLARE

h_name VARCHAR2(60);

test_ip VARCHAR2(12) := '134.84.119.';

suffixn NUMBER(3) := 0;

suffixv VARCHAR2(4);

BEGIN

FOR i IN 1 .. 255 LOOP

suffixn := suffixn + 1;

IF suffixn < 10 THEN suffixv := '00' || TO_CHAR( suffixn );

ELSIF suffixn BETWEEN 10 and 99 THEN suffixv := '0' || TO_CHAR( suffixn );

ELSE suffixv := TO_CHAR( suffixn ); END IF;

BEGIN

SELECT utl_inaddr.get_host_name ( test_ip || suffixv )

INTO h_name

FROM dual;

dbms_output.put_line( test_ip || suffixv || ' - ' || h_name);

EXCEPTION WHEN OTHERS THEN NULL;

END;

END LOOP;

END;

/
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A Dose Of DBA Reality (2:6)

ÁThe listing output
134.84.119.001 - x- 134 - 84- 119 - 1.tc.umn.edu

134.84.119.002 - x- 134 - 84- 119 - 2.tc.umn.edu

134.84.119.003 - x- 134 - 84- 119 - 3.tc.umn.edu

134.84.119.004 - x- 134 - 84- 119 - 4.tc.umn.edu

134.84.119.005 - lsv - dd.tc.umn.edu

134.84.119.006 - mta - w2.tc.umn.edu

134.84.119.007 - isrv - w.tc.umn.edu

134.84.119.010 - mta - a2.tc.umn.edu

134.84.119.011 - x- 134 - 84- 119 - 9.tc.umn.edu

134.84.119.012 - x- 134 - 84- 119 - 10.tc.umn.edu

134.84.119.013 - x- 134 - 84- 119 - 11.tc.umn.edu

134.84.119.014 - x- 134 - 84- 119 - 12.tc.umn.edu

134.84.119.015 - x- 134 - 84- 119 - 13.tc.umn.edu

134.84.119.016 - x- 134 - 84- 119 - 14.tc.umn.edu

134.84.119.017 - diamond.tc.umn.edu

134.84.119.020 - x- 134 - 84- 119 - 16.tc.umn.edu

134.84.119.021 - oamethyst.tc.umn.edu

134.84.119.022 - x- 134 - 84- 119 - 18.tc.umn.edu

134.84.119.023 - x- 134 - 84- 119 - 19.tc.umn.edu

134.84.119.024 - vs - w.tc.umn.edu

134.84.119.025 - g- smtp - w.tc.umn.edu

134.84.119.026 - mta - w1.tc.umn.edu

134.84.119.027 - x- 134 - 84- 119 - 23.tc.umn.edu

134.84.119.030 - x- 134 - 84- 119 - 24.tc.umn.edu

134.84.119.031 - x- 134 - 84- 119 - 25.tc.umn.edu

134.84.119.032 - x- 134 - 84- 119 - 26.tc.umn.edu

134.84.119.033 - x- 134 - 84- 119 - 27.tc.umn.edu

134.84.119.034 - x- 134 - 84- 119 - 28.tc.umn.edu

134.84.119.035 - mon- w.tc.umn.edu

134.84.119.036 - ldapauth - w.tc.umn.edu

134.84.119.037 - ldap - w.tc.umn.edu

134.84.119.040 - mta - w3.tc.umn.edu

134.84.119.041 - x- 134 - 84- 119 - 33.tc.umn.edu

134.84.119.042 - x- 134 - 84- 119 - 34.tc.umn.edu

134.84.119.043 - smtp - w2.tc.umn.edu

134.84.119.044 - relay - w2.tc.umn.edu

134.84.119.045 - x- 134 - 84- 119 - 37.tc.umn.edu

134.84.119.046 - x- 134 - 84- 119 - 38.tc.umn.edu

134.84.119.047 - x- 134 - 84- 119 - 39.tc.umn.edu

134.84.119.050 - x- 134 - 84- 119 - 40.tc.umn.edu

134.84.119.051 - x- 134 - 84- 119 - 41.tc.umn.edu

134.84.119.052 - x- 134 - 84- 119 - 42.tc.umn.edu

134.84.119.053 - x- 134 - 84- 119 - 43.tc.umn.edu

134.84.119.054 - x- 134 - 84- 119 - 44.tc.umn.edu

134.84.119.055 - lsv - w.tc.umn.edu

134.84.119.056 - x- 134 - 84- 119 - 46.tc.umn.edu

134.84.119.057 - lists.umn.edu

134.84.119.060 - x- 134 - 84- 119 - 48.tc.umn.edu

134.84.119.061 - plaza.tc.umn.edu

134.84.119.062 - x- 134 - 84- 119 - 50.tc.umn.edu

134.84.119.063 - x- 134 - 84- 119 - 51.tc.umn.edu

134.84.119.064 - x- 134 - 84- 119 - 52.tc.umn.edu

134.84.119.065 - x- 134 - 84- 119 - 53.tc.umn.edu

134.84.119.066 - x- 134 - 84- 119 - 54.tc.umn.edu

134.84.119.067 - x- 134 - 84- 119 - 55.tc.umn.edu

134.84.119.070 - x- 134 - 84- 119 - 56.tc.umn.edu

134.84.119.071 - x- 134 - 84- 119 - 57.tc.umn.edu

134.84.119.072 - x- 134 - 84- 119 - 58.tc.umn.edu

134.84.119.073 - x- 134 - 84- 119 - 59.tc.umn.edu

134.84.119.074 - isrv - d2.tc.umn.edu

134.84.119.075 - ldapauth - d2.tc.umn.edu.tc.umn.edu

134.84.119.076 - ldap - d2.tc.umn.edu.tc.umn.edu

134.84.119.077 - x- 134 - 84- 119 - 63.tc.umn.edu

134.84.119.100 - x- 134 - 84- 119 - 100.tc.umn.edu

134.84.119.101 - aquamarine.tc.umn.edu

134.84.119.102 - x- 134 - 84- 119 - 102.tc.umn.edu

134.84.119.103 - x- 134 - 84- 119 - 103.tc.umn.edu

134.84.119.104 - mon- m.tc.umn.edu

134.84.119.105 - mta - m2.tc.umn.edu

134.84.119.106 - x- 134 - 84- 119 - 106.tc.umn.edu

134.84.119.107 - isrv - m.tc.umn.edu

134.84.119.108 - mta - m4.tc.umn.edu

134.84.119.109 - x- 134 - 84- 119 - 109.tc.umn.edu

134.84.119.110 - x- 134 - 84- 119 - 110.tc.umn.edu

134.84.119.111 - x- 134 - 84- 119 - 111.tc.umn.edu

134.84.119.112 - x- 134 - 84- 119 - 112.tc.umn.edu

134.84.119.113 - x- 134 - 84- 119 - 113.tc.umn.edu

134.84.119.114 - oaqua.tc.umn.edu

134.84.119.115 - x- 134 - 84- 119 - 115.tc.umn.edu

134.84.119.116 - x- 134 - 84- 119 - 116.tc.umn.edu

134.84.119.117 - x- 134 - 84- 119 - 117.tc.umn.edu

134.84.119.118 - x- 134 - 84- 119 - 118.tc.umn.edu

134.84.119.119 - x- 134 - 84- 119 - 119.tc.umn.edu

134.84.119.120 - vs - m.tc.umn.edu

134.84.119.121 - g- smtp - m.tc.umn.edu

134.84.119.122 - mta - m1.tc.umn.edu

134.84.119.123 - x- 134 - 84- 119 - 123.tc.umn.edu

134.84.119.124 - x- 134 - 84- 119 - 124.tc.umn.edu

134.84.119.125 - x- 134 - 84- 119 - 125.tc.umn.edu

134.84.119.126 - g- smtp - m4.tc.umn.edu

134.84.119.127 - x- 134 - 84- 119 - 127.tc.umn.edu

134.84.119.128 - x- 134 - 84- 119 - 128.tc.umn.edu

134.84.119.129 - x- 134 - 84- 119 - 129.tc.umn.edu

134.84.119.130 - ldapauth - m.tc.umn.edu

134.84.119.131 - ldap - m.tc.umn.edu

134.84.119.132 - mta - m3.tc.umn.edu

134.84.119.133 - x- 134 - 84- 119 - 133.tc.umn.edu

134.84.119.134 - x- 134 - 84- 119 - 134.tc.umn.edu

134.84.119.135 - smtp - m2.tc.umn.edu

134.84.119.136 - relay - m2.tc.umn.edu

134.84.119.137 - x- 134 - 84- 119 - 137.tc.umn.edu
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A Dose Of DBA Reality (3:6)

Á It takes precisely this much PL/SQL to compromise an internal network

SQL> select utl_inaddr.get_host_address ( 'www.utah.edu ') from dual;

UTL_INADDR.GET_HOST_ADDRESS(' WWW.UTAH.EDU')

-------------------------------------------

155.97.137.55

SQL> select utl_inaddr.get_host_name ('155.97.137.55') from dual;

UTL_INADDR.GET_HOST_NAME('155.97.137.55')

-------------------------------------------

test.www.utah.edu

DECLARE

h_name VARCHAR2(60);

test_ip VARCHAR2(12) := '155.97.137.';

suffixn NUMBER(3) := 0;

suffixv VARCHAR2(4);

BEGIN

FOR i IN 1 .. 255 LOOP

suffixn := suffixn + 1;

IF suffixn < 10 THEN suffixv := '00' || TO_CHAR( suffixn );

ELSIF suffixn BETWEEN 10 and 99 THEN suffixv := '0' || TO_CHAR( suffixn );

ELSE suffixv := TO_CHAR( suffixn ); END IF;

BEGIN

SELECT utl_inaddr.get_host_name ( test_ip || suffixv )

INTO h_name

FROM dual;

dbms_output.put_line( test_ip || suffixv || ' - ' || h_name);

EXCEPTION WHEN OTHERS THEN NULL;

END;

END LOOP;

END;

/
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A Dose Of DBA Reality (4:6)

ÁFrom room 0170 using personal wifi
155.97.136.006 - avaya - cms.vs.utah.edu

155.97.136.110 - dbw1.it.utah.edu

155.97.136.111 - sql - om.it.utah.edu

155.97.136.112 - sql - cm.it.utah.edu

155.97.136.113 - sql - bes.it.utah.edu

155.97.136.117 - dbw23.it.utah.edu

155.97.136.140 - d- ad.addev.utah.edu

155.97.136.141 - d- hsc.hscdev.addev.utah.edu

155.97.136.147 - d- mim.addev.utah.edu

155.97.136.148 - d- adfs.addev.utah.edu

155.97.136.149 - fim.addev.utah.edu

155.97.136.150 - d- ars.addev.utah.edu

155.97.136.153 - d- adlds.addev.utah.edu

155.97.136.157 - d- candes.addev.utah.edu

155.97.136.200 - b3.ddi.utah.edu

155.97.137.007 - slb1 - campus- ddc - i11.net.utah.edu

155.97.137.010 - slb2 - campus- ddc - j11.net.utah.edu

155.97.137.011 - slb - campus- ddc - vip.net.utah.edu

155.97.137.012 - slb3 - campus- ddc - i11.net.utah.edu

155.97.137.021 - astra.utah.edu

155.97.137.022 - dars.sys.utah.edu

155.97.137.024 - webct.utah.edu

155.97.137.025 - jira.acs.utah.edu

155.97.137.026 - webctold.utah.edu

155.97.137.027 - stage.exchange.utah.edu

155.97.137.031 - my.utah.edu

155.97.137.032 - onboard.utah.edu

155.97.137.033 - uguest.utah.edu

155.97.137.034 - mytest.utah.edu

155.97.137.035 - campusmasterplan.utah.edu

155.97.137.036 - autodiscover.coe.utah.edu

155.97.137.040 - appdb.it.utah.edu

155.97.137.041 - gsa.search.utah.edu

155.97.137.043 - mrte.cc.utah.edu

155.97.137.044 - unite.utah.edu

155.97.137.045 - test.sys.utah.edu

155.97.137.046 - smtp.o365.umail.utah.edu

155.97.137.047 - vip - ipo.cc.utah.edu

155.97.137.050 - ipohsc.utah.edu

155.97.137.051 - staging.egi.utah.edu

155.97.137.052 - smtp.utah.edu

155.97.137.053 - ipo - forward.cc.utah.edu

155.97.137.054 - webstats8.utah.edu 

155.97.137.055 - sdc8.utah.edu

155.97.137.060 - eq.utah.edu

155.97.137.061 - blocku.acs.utah.edu

155.97.137.062 - csmssl1.test.utah.edu

155.97.137.063 - sharepoint.it.utah.edu

155.97.137.066 - uitapp.it.utah.edu

155.97.137.067 - test.www.utah.edu

155.97.137.071 - ezproxy.test.utah.edu

155.97.137.072 - internalhub.umail.utah.edu

155.97.137.074 - legacy.umail.utah.edu

155.97.137.077 - ldap.acs.utah.edu

155.97.137.100 - go.utah.edu

155.97.137.102 - testvip2.sys.utah.edu

155.97.137.103 - ulogin.utah.edu

155.97.137.104 - jira.sys.utah.edu

155.97.137.105 - exc - sentry.med.utah.edu

155.97.137.106 - people.utah.edu

155.97.137.107 - www.test.utah.edu

155.97.137.109 - idp.idm.utah.edu

155.97.137.110 - gis - reporting.fm.utah.edu

155.97.137.114 - training.identity.utah.edu

155.97.137.118 - templates.utah.edu

155.97.137.150 - umailx.umail.utah.edu

155.97.137.223 - ese.idm.utah.edu

155.97.137.229 - test.go.utah.edu

155.97.137.232 - jira.test.utah.edu

155.97.137.234 - d- pki.addev.utah.edu

155.97.137.236 - gatetest.acs.utah.edu

155.97.137.237 - gatedev.acs.utah.edu
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A Dose Of DBA Reality (5:6)
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A Dose Of DBA Reality (6:6)



Shifting Our Paradigm
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ÁTo be successful you must accept the following

First Concept

Break - ins will occur.

Those who fail to study history are doomed to repeat it.
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ÁTo be successful you must accept the following

Second Concept

Your job is increase the difficulty of breaking in.

If your management doesn't grasp this reality then it is your responsibility to explain it to them.
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ÁTo be successful you must accept the following

ÁThere is always someone inside the firewall,

ÁAlways someone with access,

ÁThere is a big difference between accessing
one record ... and accessing everything

ÁMost databases in the US are configured so that
once someone breaks in they get everything

Third Concept

When someone breaks the system must be configured to limit the damage.

On Installation
ÁDisable the DEFAULT profile

ÁRevoke almost all privileges granted to PUBLIC

ÁEnable all of the database's default security capabilities

After Installation
ÁApply security patches immediately

ÁStop using cron - use DBMS_SCHEDULER

ÁChange passwords regularly

ÁDo not grant the CONNECT, RESOURCE, or DBA roles ever

ÁUse Proxy Users for every user you create

ÁImplement Database Vault

ÁImplement Row Level Security
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What The Leading Oracle Expert Says
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An Oracle Corporate View of Security

ÁVery valuable ... but insufficient

ÁSecurity requires that you implement what is "free" too
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Oracle Security Products

ÁOracle provides an extensive range of security products. Some focused solely 
on the database others focused on the entire technology stack: Among them

Á Monitoring and Blocking

ÁDatabase Firewall

Á Auditing and Tracking

ÁOracle Total Recall

Á Access Control

ÁOracle Identity Management (OID)

ÁOracle Database Vault

ÁOracle Label Security

Á Encryption and Masking

ÁOracle Advanced Security

ÁOracle Secure Backup

ÁOracle Data Masking



48

Database Firewall

Á Secures and protects data in 
Oracle, MySQL, Microsoft SQL Server, 
Sybase Adaptive Server Enterprise 
(ASE), Sybase SQL Anywhere SQL, and 
IBM DB2 SQL

Á Tools to assess vulnerabilities 
and enhances existing database security 
features, such as encryption and 
authentication

Á Blocks attempted attacks, logs activity, 
and produces warnings

Á Traditional systems test syntax of 
statements passed to the database, 
recognizing redefined expressions

Á Analyzing the meaning of SQL and can 
prevent zero-day attack

Á Protects against attacks originating from 
within the corporate network, as well as 
from external sources
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Database Vault

ÁProvides security controls to help protect application data from unauthorized 
access, and comply with privacy and regulatory requirements

ÁYou can deploy controls to block privileged 
account access to application data and 
control sensitive operations inside the 
database using multi-factor authorization

ÁSecures existing database environments 
transparently, eliminating costly and time 
consuming application changes

ÁCreates an environment in which separation of duties can be effectively 
designed, deployed, and enforced through the creation of secure application 
roles that are enabled only by Database Vault rules
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Wallets & Wallet Manager

ÁWallets are a password-protected container used to store authentication and 
signing credentials, including private keys, certificates, and trusted certificates 
needed by SSL

ÁWallet Manager supports the administrative tasks required for the creation and 
management of multiple wallets

Column keys encrypted by master key

Master key stored

in wallet

Security DBA opens wallet

containing master key

Column keys encrypt data in columns
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Enterprise Edition Only (1:2)

ÁAdvanced Security Option

Á Encryption through-out the database stack

ÁData Masking

Á Selective, on-the-fly transformation to protect sensitive data

ÁData Redaction (part of OAS)

Á Selective, on-the-fly redaction data transformation in SQL query results prior to display

ÁDatabase Vault

Á Protects sensitive data from access by users with privileged accounts

ÁEnterprise User Security

Á Integration of database user accounts with LDAP

ÁLabel Security

Á Fine Grained Access Control extended to finer granularity and control

ÁNetwork Encryption (SSL/TLS)

Á Encryption of communications between the database and clients, applications, backups 
utilities, and DR facilities
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Enterprise Edition Only (2:2)

ÁPrivilege Analysis

Á Analyses assigned privileges

ÁReal Application Security

Á Second generation VPD

ÁSecure External Password Store

Á Uses an Oracle Wallet to hold password credentials

ÁTransparent Sensitive Data Protection

Á Grouping of columns for application of data masking (redaction) policies

ÁVirtual Private Database (Row Level Security)

Á Uses PL/SQL functions to create a WHERE clause or append to an existing WHERE 
clause preventing unauthorized row level data access
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Data Redaction (1:2)

ÁRequires Enterprise Edition

ÁRequires Licensing

ÁReplaces traditional data masking with more robust policy based masking 
capabilities with the power of regular expressions to identify sensitive data

ÁBased on the built-in DBMS_REDACT package
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Data Redaction (2:2)

DECLARE

lSchema redaction_policies.object_owner %TYPE:= USER;

lObject redaction_policies.object_name %TYPE:= 'PERSON';

lPolicy redaction_policies.policy_name %TYPE:= 'PERSON_SSN_REDACT';

lDescript redaction_policies.policy_description %TYPE:= 'SSN Obfuscation';

lColumn redaction_columns.column_name %TYPE:= 'SSN';

lColDes redaction_columns.column_description %TYPE:= 'SSN Masking Test';

lFuncType BINARY_INTEGER := dbms_redact.full ;

lFuncParam redaction_columns.function_parameters %TYPE:= '';

lExpression VARCHAR2(60) := 'SYS_CONTEXT(''SYS_SESSION_ROLES'', ''SUPERVISOR'') = ''FALSE''';

lEnable BOOLEAN := FALSE;

lREPattern redaction_columns.regexp_pattern %TYPE:= NULL;

lReplString redaction_columns.regexp_replace_string %TYPE:= NULL;

lREPosition BINARY_INTEGER := 1;

lREOccur BINARY_INTEGER := 0;

lREMatchParm redaction_columns.regexp_match_parameter %TYPE:= NULL;

BEGIN

dbms_redact.add_policy ( lSchema , lObject , lPolicy , lDescript , lColumn , lColDes ,

lFuncType , lFuncParam , lExpression , lEnable , lREPattern ,

lReplString , lREPosition , lREOccur , lREMatchParm );

END;

/
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Enterprise User Security

ÁRequires Enterprise Edition

ÁRequires Licensing

ÁEnterprise users are those users that are defined in a directory and their 
identity remains constant throughout the enterprise

ÁEnterprise User Security relies on Oracle Identity Management infrastructure, 
which in turn uses an LDAP-compliant directory service to centrally store and 
manage users
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Label Security (OLS)

ÁRequires Enterprise Edition

ÁRequires Licensing

ÁUse to secure your database tables at the row 
level, and assign rows different levels of 
security based on the row's data

ÁFor example, rows that contain highly sensitive 
data can be assigned a label entitled HIGHLY 
SENSITIVE; rows that are less sensitive can be 
labeled as SENSITIVE; rows that all users can 
have access to can be labeled PUBLIC

SQL> SELECT object_type , COUNT(*)

2  FROM dba_objects

3  WHERE owner = 'LBACSYS'

4  GROUP BY object_type

5* ORDER BY 1;

OBJECT_TYPE            COUNT(*)

-------------------- ----------

FUNCTION                     24

INDEX                        30

LIBRARY                      11

PACKAGE                      23

PACKAGE BODY                 22

PROCEDURE                     9

SEQUENCE                      3

TABLE                        22

TRIGGER                       3

TYPE                          9

TYPE BODY                     4

VIEW                         77
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Oracle Advanced Security (OAS)

ÁOnly available with Enterprise Edition

ÁAdditional licensing cost

ÁRequired for Transparent Data Encryption (TDE) which transparently to an 
application encrypts data in datafiles

Á Provides no protection against any theft other than an attempt to copy physical data files

ÁRequired for encrypting RMAN backups to disk

ÁRequired for encrypting DataPump exports

ÁRequired for encrypting Data Guard traffic

ÁRequired for Transparent Data Encryption master key storage
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Privilege Analysis

ÁRequires Enterprise Edition

ÁRequires Database Vault license

Á Implemented with the DBMS_PRIVILEGE_CAPTURE built-in package

ÁContains the following objects

Á CREATE_CAPTURE

Á DISABLE_CAPTURE

Á DROP_CAPTURE

Á ENABLE_CAPTURE

Á GENERATE_RESULT

DECLARE

rlist role_name_list ;

BEGIN

rlist := role_name_list (NULL);

rlist (1) := 'CONNECT';

rlist.extend ;

rlist (2) := 'EXECUTE_CATALOG_ROLE';

dbms_privilege_capture.create_capture ('

UWPrivCapt ',

'Test policy',

dbms_privilege_capture.g_role ,

rlist ,

NULL);

dbms_privilege_capture.enable_capture (' UWPrivCapt ');

dbms_privilege_capture.disable_capture (' UWPrivCapt ');

dbms_privilege_capture.generate_result (' UWPrivCapt ');

END;

/
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Real Application Security (RAS)

ÁRequires Enterprise Edition (no extra licensing required)

ÁProvides a declarative model that enables security policies that encompass 
not only the business objects being protected but also the principals (users 
and roles) that have permissions to operate on those business objects

ÁA policy-based authorization model that recognizes application-level users, 
privileges, and roles within the database, and then controls access on both 
static and dynamic collections of records representing business objects

ÁWith built-in support for securely propagating application usersô sessions to 
the database, Oracle RAS allows security policies on data to be expressed 
directly in terms of the application users, their roles and security contexts

ÁCan also act as an authorization decision service to assist the application in 
enforcing security within the middle-tier

ÁCreates and uses Access Control Lists (ACL) which are a collection of 
privilege grants or Access Control Entries (ACE), where an ACE grants or 
denies privileges to a user or a role
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Secure External Password Store

ÁRequires Enterprise Edition

ÁRequires Licensing

ÁUses an external wallet to hold database passwords

-- create wallet directory

mkdir $ORACLE_BASE/admin/ orabase /wallet

-- modify SQLNET.ORA

NAMES.DIRECTORY_PATH = (TNSNAMES, EZCONNECT)

ENCRYPTION_WALLET_LOCATION= (SOURCE = (METHOD=FILE) (METHOD_DATA = (DIRECTORY = /u01/oracle/admin/ orabase \ wallet)))
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Transparent Sensitive Data Protection (TSDP)

ÁRequires Enterprise Edition

ÁRequires Licensing

ÁPermits creating sets of columns with the same sensitive type (like credit card 
number) on the database level

ÁData Redaction is used on the policies for masking sets of columns the same 
way across a database

Á Implemented with the DBMS_TSDP_MANAGE and DBMS_TSDP_PROTECT 
built-in packages

exec dbms_tsdp_manage.add_sensitive_type ('FIN_TYPE', ' Finanical Information');

SELECT * FROM dba_tsdp_policy_type ;

exec dbms_tsdp_manage.add_sensitive_column ('SCOTT', 'EMP', 'SAL', 'FIN_TYPE', 'Employee Salaries');

SELECT * FROM dba_tsdp_policy_protection ;
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Virtual Private Database aka Row Level Security (VPD / RLS)

ÁProvides row-level security at the database table or view level

ÁCan be extended to provide column-level security as well

ÁEssentially, creates or modifies an existing WHERE clause rewriting a query in 
the optimizer so that the query cannot return restricted rows or columns

ÁBased on the built-in DBMS_RLS package

FUNCTION empview_sec (owner VARCHAR2, objname VARCHAR2) RETURN VARCHAR2 IS

predicate VARCHAR2(2000);

BEGIN

IF ( sys_context (' exp_rpt ', ' exp_role ') = 'manager') THEN

predicate := ' cost_center_id = sys_context ('' exp_rpt '', '' cc_number '')' ;

ELSE

predicate := ' employee_id = sys_context ('' exp_rpt '', '' emp_number '')' ;

END IF;

RETURN predicate ;

END empview_sec ;
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Oracle GoldenGate Data Flow

ReplicatTrail File
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Oracle GoldenGate Data Flow with Meta7 PPDL18
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GoldenGate-PPDL18 Supported Environments

Á HP SQL/MP

Á HP SQL/MX

Á IBM DB2 (LUW)

Á IBM DB2 (Z/OS)

Á IBM DB2 for I (AS/400)

Á IBM Informix

Á JMS message queues

Á Microsoft SQL Server

Á Oracle Database

Á Oracle MySQL

Á Oracle TimesTen

Á Sybase ASE

Á Tandem

Á Teradata

Á Big Data

Á ALO Framework

Á Apache Flume

Á Apache Hadoop

Á Apache HBase

Á Apache Hive

Á Apache Kafka

Á Apache Spark

Á Apache Storm

Á AVRO

Á Base24 (ATM & POS)

Á HDFS

Á JSON

Á MongoDB

Á EMC Greenplum

Á HP Enscribe

Á HP SQL/MP

Á HP SQL/MX

Á IBM DB2 (LUW)

Á IBM DB2 (Z/OS)

Transaction Targets Operating Systems

Á HPUX IA64

Á HP NonStop Itanium

Á IBM AIX

Á IBM z/OS

Á IBM iSeries

Á Linux x86-64

Á Oracle Solaris Sparc

Á Oracle Solaris x86-64

Á Windows x86-64

Á z/Linux (IBM mainframe)

Transaction Sources

Á IBM DB2 for I (AS/400)

Á IBM Informix

Á IBM Netezza

Á IBM System I

Á IBM System Z/OS

Á JMS Message Queue

Á Microsoft SQL Server

Á ODBC Databases

Á Oracle Database

Á Oracle MySQL

Á Oracle NoSQL

Á Oracle TimesTen

Á Sybase ASE

Á Tandem

Á Teradata

Á Flat Files

Á XML Files
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Perimeter Defense
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Database Networks

ÁAttempts are being made essentially 7 x 24 x 365 to attack your organizations

Á If you do not know this then you have insufficient monitoring and most likely 
many of the attempts are success

ÁA small division of one of America's largest retailers has not been able to 
identify a single 24 hour period in the last 5 years during which there was not 
at least one serious, professional, attempt to access their data
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ÁPerimeter defense has
never worked

ÁDid any castle ever built 
survive all attacks?

ÁDid the "impenetrable"
Maginot line protect the 
France?

ÁDid every major break-in 
in the US fail because of 
a corporate firewall?

Perimeter Defense (1:3)
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ÁMany organizations think they are protected because they have a firewall

ÁThe following example is real and came from a customer security audit

ÁThe firewall's configuration, discovered during an audit, allowed direct access 
from the internet (UNTRUST) to the database servers (BUSINESS-DATA)

ÁThe organization's employees did not understand the rules they wrote

Perimeter Defense (2:3)

ICMP Allowed from outside to Business - Data Zone

set security policies from - zone UNTRUST to - zone Business - Data policy BD - Ping match source - address any

set security policies from - zone UNTRUST to - zone Business - Data policy BD - Ping match destination - address any

set security policies from - zone UNTRUST to - zone Business - Data policy BD - Ping match application junos - ping

set security policies from - zone UNTRUST to - zone Business - Data policy BD - Ping then permit

set security policies from - zone UNTRUST to - zone Business - Data policy BD - Ping then log session - close
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ÁA firewall should give you no sense of comfort

ÁHere is another firewall rule set-up discovered during a security audit

ÁThis example cancels the stateful feature of the firewall and make it just like a 
switch or router with security rules (ACLs)

ÁAll traffic is allowed both from/to the outside interface with security level 0

Perimeter Defense (3:3)

dc - fwsm- app configurations

1094 access - list INBOUND - CAMPUS extended permit ip any any

3735 access - group INBOUND - CAMPUS in interface OUTSIDE

1096 access - list OUTBOUND - CAMPUS extended permit ip any any

3736 access - group OUTBOUND- CAMPUS out interface OUTSIDE 

dc - fwsm- db configurations

access - list INBOUND - CAMPUS extended permit ip any any

access - group INBOUND - CAMPUS in interface OUTSIDE

access - list OUTBOUND - CAMPUS extended permit ip any any

access - group OUTBOUND- CAMPUS out interface OUTSIDE
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Database Networks

ÁEvery Oracle Database deployment requires multiple network connections

ÁEvery one of these networks provides access to critical infrastructure

ÁNo conversation on networking is complete without considering firewalls, DNS 
and NTP servers, load balancers, and a large variety of mobile and Internet of 
Things devices

Name Protocol Utilization

Management TCP/IP System Admin connection to the server's light's-out management card

Public TCP/IP Access for applications, DBAs, exports, imports, backups: No keep-alive if RAC

SAN Storage Fibre Channel Server connection to a Storage Area Network (SAN)

NAS Storage TCP/IP or IB Connection to an NFS or DNFS mounted storage array

RAC Cache Fusion interconnect UDP or IB Jumbo Frames, no keep-alive, with custom configured read and write caching

Replication TCP/IP Data Guard and GoldenGate

Backup and Import/Export TCP/IP RMAN, DataPump, CommVault, Data Domain, ZFS, ZDLRA
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Example Minimum Environment

WebLogic App Server

Matrix OLTP RAC Database

Global Metadata Database

Tier 1 Storage

Tier 2

Storage

F5 Load Balancer

Audit Vault

OBIEE + WebLogic

OEM Repository

DNS

NTP

SSO

Public TCP/IP Switch

10gEth TCP/IP

Fibre Channel & SAN Switch

Cache Fusion Interconnect

WebLogic App Server

Database Firewall

Transparent Data Encryption (TDE)

- tablespace encryption

- securefile encryption

- table encryption

- column encryption

SQLNet Encryption

Encrypted Backup
Encrypted traffic to DR

Key Vault

Database Vault

Encryption (dbms_crypto)

Hashing (standard_hash)

Virtual Private Database

Data Masking & Subsetting

Data Redaction to Pre-Prod
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Security Support Resources
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STIG (1:3)

http://iase.disa.mil/stigs/Pages/index.aspx
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STIG (2:3)

ÁA STIG is a Security Technical Implementation Guide produced or approved 
by the US Department of Defense

ÁOracle has published STIGs at My Oracle Support for Exadata and ODA

Á But the "CHECK" option can be run on any Linux server

ÁOracle Support provides a downloadable script that can be used to check an 
ODA against STIG requirements and identify three levels of violations

ÁWe strongly recommend running the script with the - check option but 
recommend having your Linux System Admin correct those issues you wish to 
correct manually

Warning: Never run the STIG script with the - fix option

Á Ctrl-Alt-Del combination to shutdown system is enabled

Á Password for grub not enabled

Á Privilege account 'halt' is present

Á Privilege account 'shutdown' is present

Á RealVNC rpm is installed on system

Á sendmail decode command is not commented in /etc/aliases

Á Support for USB device found in kernel
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STIG (3:3)
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Center For Internet Security (CIS)

ÁCIS is the source of audit guidelines and auditors for e-commerce websites

https://www.cisecurity.org
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User Management
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Application Access

ÁAt many major Oracle customers there are two types of users defined

Á human: a sentient human will user this user-id to log on

Á mechid: an application or application server will use this user-id to connect

ÁAll application schemas should be created with a mechid

ÁApplication schemas should be granted the privileges required to create 
objects then

Á Revoke all system privileges from the application schema

Á Lock the schema and expire the password

Á Audit attempts to log onto the application schema directly

SQL> ALTER USER ps ACCOUNT LOCK;

SQL> REVOKE create session FROM ps ;

SQL> REVOKE create table FROM ps ;

SQL> REVOKE create procedure FROM ps ;

SQL> REVOKE create view FROM ps ;

SQL> ... enable auditing 
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Users

New: 12cR1

AUDSYS

GSMADMIN_INTERNAL

GSMCATUSER

GSMUSER

PDBADMIN

SYSBACKUP

SYSDG

SYSKM

New: 12cR2

APEX_050100

APEX_INSTANCE_ADMIN_USER

APEX_LISTENER

APEX_REST_PUBLIC_USER

DBJSON

DBSFWUSER

GGSYS

HRREST

OBE

ORDS_METADATA

ORDS_PUBLIC_USER

PDBADMIN

REMOTE_SCHEDULER_AGENT

RESTFUL

SYS$UMF

SYSRAC

XDBEXT

XDBPM

XFILES

Dropped

BI, OE, PM, SH, and SPATIAL_WFS_USR
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New Users With Escalated Privs

USERNAME Usage

GGSYS The internal account used by Oracle GoldenGate. It should not be unlocked or used for a database login.

SYSBACKUP This privilege allows a user to perform backup and recovery operations either from Oracle Recovery Manager (RMAN) or SQL*Plus.

SYSDG This privilege allows a user to perform Data Guard operations can use this privilege with either Data Guard Broker or the DGMGRL command-

line interface.

SYSKM This privilege allows a user to perform Transparent Data Encryption keystore operations.

SYSRAC This privilege allows the Oracle agent of Oracle Clusterware to perform Oracle Real Application Clusters (Oracle RAC) operations.

SYSRAC facilitates Oracle Real Application Clusters (Oracle RAC) operations by connecting to the database by the Clusterware agent on 

behalf of Oracle RAC utilities such as SRVCTL.
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Proxy Users (1:3)

ÁHere's what the Oracle docs say about proxy users: They are not wrong but 
incomplete and misleading

Á The source of the above statement is the "Database JDBC Developer's Guide

ÁHere's what Tom Kyte wrote ...

ÁAnd, of course Tom Kyte was correct
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Proxy Users (2:3)

Á ... and proxy users cannot be spoofed
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Proxy Users (3:3)

-- create a non - human database user

SQL> CREATE USER mechid

2  IDENTIFIED BY "A1Ac9C81292FC1CF0b8A40#5F04C0A"

3  DEFAULT TABLESPACE uwdata

4  TEMPORARY TABLESPACE temp

5  QUOTA 100M ON uwdata ;

User created.

SQL> ALTER USER mechid ACCOUNT LOCK;

Grant succeeded.

SQL> AUDIT CONNECT BY scott ON BEHALF OF mechid ;

Audit succeeded.

-- create proxy for mechid

SQL> ALTER USER mechid GRANT CONNECT THROUGH scott ;

User altered.

SQL> SELECT * FROM sys.proxy_info $;

CLIENT#     PROXY# CREDENTIAL_TYPE#      FLAGS

---------- ---------- ---------------- ----------

142        109                0          5

SQL> conn scott [ MECHID]/ tiger @pdbdev

Connected.

SQL> sho user

USER is "MECHID"

SQL> SELECT sys_context ('USERENV', ' CURRENT_SCHEMA')

2  FROM dual;

SYS_CONTEXT('USERENV','CURRENT_SCHEMA')

----------------------------------------------------

MECHID

SQL> SELECT sys_context ('USERENV', ' CURRENT_USER')

2  FROM dual;

SYS_CONTEXT('USERENV','CURRENT_USER')

----------------------------------------------------

MECHID

SQL> SELECT sys_context ('USERENV', ' PROXY_USER')

2  FROM dual;

SYS_CONTEXT('USERENV','PROXY_USER')

----------------------------------------------------

SCOTT



85

User Authentication and Permissions

ÁNo user should be created using the default profile

ÁCheck for default password usage

Á If you find default passwords being used
either change the passwords or lock and
expire the account

ÁDo not use externally authenticated 
users such as OPS$ unless you can
prove that O/S access is secure and
will stay that way which, of course,
you cannot do

ÁCIS audit check 4.07 specifically checks
for the use of externally authenticated
access

SQL> SELECT d.con_id , d.username , u.account_status

2  FROM cdb_users_with_defpwd d, cdb_users u

3  WHERE d.username = u.username

4  AND u.account_status = 'OPEN'

5  ORDER BY 3,1, 2;

CON_ID USERNAME                  ACCOUNT_STATUS

---------- ------------------------- ---------------

1 SYS                       OPEN

1 SYS                       OPEN

1 SYSTEM                    OPEN

1 SYSTEM                    OPEN

3 HR                        OPEN

3 OE                        OPEN

3 PM                        OPEN

3 SCOTT                     OPEN

3 SH                        OPEN

3 SYS                       OPEN

3 SYS                       OPEN

3 SYSTEM                    OPEN

3 SYSTEM                    OPEN
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Profiles (1:4)

password_life_time restricts the password lifetime will help deter brute force attacks against user accounts 

and refresh passwords. 

password_reuse_max sets the number of different passwords that must be rotated by the user before the 

current password can be reused. This prevents users from cycling through a few common passwords and 

helps ensure the integrity and strength of user credentials.

password_reuse_time sets the amount of time that must pass before a password can be reused. Creating 

a long window before password reuse helps protect from password brute force attacks and helps the 

strength and integrity of the user credential. 

password_lock_time specifies the amount of time in days that the account will be locked out if the 

maximum number of authentication attempts has been reached.

password_grace_time specified in days the amount of time that the user is warned to change their 

password before their password expires.


