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Dan Morgan

A Principal Adviser: Forsythe Meta7
@ Oracle ACE Director

A More than 45 years technology experience
A First computer was an IBM 360/40 mainframe in 1970

A Fortran IV and Punch Cards
. Curriculum author and primary Oracle instructor at University of Washington
& Guest lecturer on Oracle at Harvard University
A Decades of hands-on SQL, PL/SQL, and DBA experience

A The "Morgan" behind Morgan's Library on the web
www.morganslibrary.org

A 10g, 11g, and 12c Beta tester
A CoFounder Intl. GoldenGate Oracle Users Group
A Contact email: dmorgan@forsythe.com
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My Websites: Morgan's Library

Morgan's Libeary - =
Morgan®s Library e

International Oracle Events 2015-2016 Calendar
May Jun Jul Aug Sep Oct How Dec Jan }
The library is a spam-free on-line resource with code demos for DBAs and Developers.
If you would like to see new Oracle database funtionality added to the library ... just email us.
Oracle 12.1.0.2.0 has been released and new features will be showing up for many weeks.
The first updates have already been made.

Hon ' MadDog Morgan Training Events and Travels Oracle Events

o ™ 10UG, Chicago, Iilinois - Mar 10

Resources

Lbeary « M UTOUG, Salt Lake City, Utah - Mar 11.12 L2 S
HowCan 2 o 5 QUGN Oslo, Norway - Mar 1214 5 ¥
o ™ Collaborate, Las Veqas, Nevada - Apr 1216 -

o ™ nYoUuG, Now York, NY - May 18
. GLOC, Cleveland, Ohio - May 19-20

Next Event: 27 January, Redwood Shores, CA Click on the map to find an event near you
Library News ACE News
* Morgan's Blog ’

@ Would you like to become an Oracle ACE? A

® Join the Western Washi n OUG .
Learn more about becoming an ACE

® Morgan's Oracle Podcast
| * US Govt Mil. STIGs (Security Checklists) ® ACE Directory
® Bryn Llewellyn's PL/ISQL White Paper * ACE Google Map
. 's Editioni i * ACE Program
aboard USA-71 ® Explain Plan White Pa ® Stanley's Bl

¢ A ORACLE' ~ Congu_!ulaﬁons. to our newes.l
ACE Director * ACE Director Jim Czuprynski

”’ AEDECNT SANS FRONTMRES
DOCTORS WITHOUT BORDERS
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What Meta7 Brings To The Party «

A The "Oracle Only" division of Forsythe dedicated to the Oracle Red Stack

A Ateam of skilled professionals with
A Extensive experience across multiple industries

A Deep specialization in core Oracle technologies lo =) \a =g ' latinum
] Partner
A Hardware
A Licensing

A Professional Services
A 0% off-shoring: All work performed by US residents

A Reliable on-time and on-budget delivery
A Corporate headquarters in Chicago, lllinois
A New, State-of-the-Art Technology Evaluation Center

A Secure hosting and Managed Services in our own Tier 3 data center on the
same power grid and fibre as O'Hare airport

A Flexible financial support
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What Meta7 Brings To The Party ¢

Product Area Strategy

Cloud Solutions
Database
Database
Database
Database
Database
Engineered Systems
Engineered Systems
Industries
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems
Servers and Storage Systems

Oracle Optimized Solution for Enterprise Cloud Infrastructure
Oracle Database 11g

Oracle Database 11g Data Warehousing

Oracle Database 12c

Oracle Enterprise Manager 12c

Oracle Real Application Clusters 119

Oracle Database Appliance Specialization

Oracle Exadata Database Machine

Professional Services

Oracle Linux 5

Oracle Solaris 10

Oracle Solaris 11

Oracle VM 3

Oracle ZFS Storage

SPARC Enterprise Entry-Midrange M-Series Servers
SPARC T2 and T3-Based Servers

SPARC T4-Based Servers

SPARC T5-Based Servers

Sun ZFS Storage Appliance

META; Solutions for the Red Stack
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Zero Downtime Database
Migrations with GoldenGate
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Daniel A. Morgan
email: dmorgan@forsythe.com
mobile: +1 206-669-2949

% ;‘ ; skype: damorganllg
%‘ N twitter: @meta7solutions
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Travel Log: 2010
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Travel Log: 2013
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2014

Travel Log
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Travel Log: 2014
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Travel Log: 2014
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Content Density Warning

Take Notes ... Ask Questions

META; Solutions for the Red Stack

17



Mythology + Methodology
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The #1 Database Performance Tuning Mythology

Instance Efficiency Percentages (Target 100%)

[Butter Mowsit %: | 99.30 [Redo Mowsit %: |
[Butter Hit % | 8734 n-memory Sort %: |
Library Hit 95 9997 |Soft Parse %: 93.79
| | | |
| |
| |

[Execute to Parse %: 99.29 |Latch Hit %:
|F‘arse CPUto Parze Elapsd %: Q.00 |% Mon-Parze CPL:

This was from the worst performing Oracle Database I've seen since 2006

META; Solutions for the Red Stack
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The #1 Database Performance Tuning Methodology

Guessing

META; Solutions for the Red Stack
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BAAG Comrades

7-Sep-08
22-Sep-08

27-Sep-08

22-Nov-08

11-Feb-09
3-Mar-09

16-Mar-09

18-Mar-09

1-Apr-09

13-Apr-09

24-Apr-09

Mohammad llliyaz
http://

Ken Jordan

http://

Martin Berger
http://berx at

Daniel Morgan
http://www.morganslibrary.org

Fairlie Rego

http://www.el-caro blogspot.com
Olivier NOEL

http://

Michael Erwin

http://www.oracle com/consulting
ftechnology/grid-computing.html
Randolf Geist
http://oracle-randolf blogspot.com/
Kewvin Fries

http://

Henrik Harsfort

http://

Paul Clare

http://

BAAG
Member
BAAG
Member
BAAG
Member

BAAG
Member

BAAG
Member
BAAG
Member
BAAG
Member

BAAG
Member
BAAG
Member
BAAG
Member
BAAG
Member

Because 1 also want to BATTLE AGAINST ANY
GUESSES
Seeking THE truth!

| travel on a sea of wild guesses, with some
islands of educated guesses. Knowledge is the
stars which help me traveling on these seas. |
need more light!

Too often a conclusion is simply the place where
someone became tired of thinking: Then the
"answer” becomes a guess, a prejudice, or a
retreat to mythology. | prefer the application of
synapses.

becoz | have had enuff

Help me in my daily struggle against Oracle

| like sharing what | know as actual fact vs
guessing as well

| guess (!) it's time to join.
| guess it cannot make things worse, I've tried
everything else and the Magic 8-Ball broke

to guess is to not know.

Creative problem soling is evolving into an art
form

® BAAG Membershipw

Christian Antognini
Karl Arao

Mark Bobak
Ronald Bradford
Wolfgang Breitling
Doug Burns
Andrew Clarke
Randolf Geist
Alex Gorbachev
Marco Gralike
Frits Hoogland
John Hurley

Anjo Kolk

David Kurtz
Jonathan Lewis
Robyn Sands
Jared Still
Jeremiah Wilton

META; Solutions for the Red Stack
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BAAG Comrades

search blog archives

Home of the BAAG Party

Blog About BAAG BAAG Comrades Join BAAG

#BAAG on Twitter About BAAG MysQL
| 4 Baron Schwartz
Battle Against Any Guess Peter Zaitsev
Recent Posts BAAG - what is it all about? The main idea s to eliminate guesswork from our decision making process — once Pythian Blog (MySal)
The Statspack for PostgreSQL and for all. It's not Oracle specific even theugh the roots lie in the area of Oracle database administration. So keep
— Meet Pgstatspack reading even if you don’t know anything about Oracle or computers. Before we go any further | should say that the . |
SOL Servae Porfociaance title was inspired by another fine BAA .. site — BAARF. Just to avoid any guesses @
Diagnostic — Still Guessing? o Ko
Welcome ASH Masters! After some mental fermentation the birth of BAAG had been finally tnggered by an Oracle-L thread started as ASH Masters
BAAG Members page change 10gR2 performance sux. Title of the post was a direct consequence of pure guess and, worse yet, uneducated Cary Millsap
Avoiding Guesswork in guess. It's also interesting to see how the thread developed - guesswork. Another problem in the same thread was Daniel Fink
Complex Environments followed up by the same troubleshooting style. Perhaps. the author, inspired by previous responses, also hoped to James Morle
find the magic solution from of Oracle-L powered (and often educated) guesses Jonathan Lewis
| 4 Mogens Nergaard
Database performance tuning is one of the most noticeable areas where guesswork is still flourishing. There were Niall Litchfield
quite a few methodological techniques bom recently, such as YAPP and Method R, and older guess-based Pythian Blog (Oracie)
Recent Comments methods such as Tuning by BCHR are going away. Nevertheless, people's mentality is very difficult to change and Tanel Poder
Alex Gorbachev on Avoiding we keep relying on guesswork hoping to solve the issue faster. Hope-powered guess is the evil Tom Kyte
Guesswork in Complex
Environments Performance tuning is just one example. Imagine that your Oracle database crushes with ORA-600 and guesswork
Graham Oakes on Avoiding stants powered my your experience. Depending how good your memory and experience are you might want to ask PostgreSQL
Guesswork in Complex in an Oracle forum something like "My database x.x.x.x crashed with ORA-600. Anyone seen it?" It's fishing for a SN
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Clearly

ANo surprise ... | do not endorse guessing

APossibly a big surprise ... | think most AWR reports are worthless
Al don't think the solutions to every performance issue is an Exadata
AANd | am not attracted to all the tools with pretty GUIs

ASo let us take a deep dive into performance tuning and address the root cause
of the majority of issues | see in my work

Al will focus on what fixes all statements ... not just one statement

AWe all know that 30+ years of doing it the way we have been ...
ADBMS_SUPPORT introduced with version 7.2
ADBMS_TRACE introduced with version 8.1.5
ADBMS_MONITOR introduced with version 10.1
A 10053 and 10046 traces with TKPROF

... has not eliminated performance issues

META; Solutions for the Red Stack
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What Affects Performance

A Hardware A Application
A Servers Resources A Web Servers
A CPU A Application Servers
A Memory A Middleware Caching

A Bus Bandwidth and Latency

A Storage Subsystems A Application Code Quality

A Networks
A Software
A Operating System Configuration Let's focus on what is
A Virtual Machines ifigortant
A Drivers \
A Database

but not on-theradar

A Memory Allocation
A Optimizer Configuration
A SQL Quality

META; Solutions for the Red Stack



What Affects Performance

A Everything affects performance

A What | want to focus on today is not those things that affect a single SQL
statement

A | want to focus on those things that affect all SQL statements

A The overwhelming majority of database environments where | am brought in,
where my team is brought in, have the following characteristics
A The wrong servers purchased
A Storage poorly configured

A Networks poorly configured

A SQL originating in applications where the DBA can't fix it or written by internal developers
that think the database is a byte bucket

META; Solutions for the Red Stack

25



.,EE

Servers



Hardware

A Servers and Operating Systems
A\ Blade Servers
/O Cards
NUMA Architecture
HugePages
A Swapiness
A Virtual Machines
A Storage
A Controllers
A Read-Write Caches
A LUN Size and Layout

A Networks

A TCP/IP
A UDP

> D> D> D

META; Solutions for the Red Stack
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NUMA Memory Allocation

A Non-Uniform Memory Access

A A memory design used in multiprocessing, where the memory access time depends on the
memory location relative to the processor

A A processor can access its own local memory faster than non-local memory

A The benefits of NUMA are limited to particular workloads, notably on servers where the
data are often associated strongly with certain tasks or users

EEEE NS

Diagram Source: Wikipedia

META; Solutions for the Red Stack
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Detect NUMA Usage

[root@hclpl - odaO1l etcl# numactl -- hardware
available: 1 nodes (0)
node O size: 262086 MB
node O free: 113558 MB
node distances:
node O
0: 10

[root@hclpl - odaOl etcl# numactl -- show
policy: default
preferred node: current

NUMA Not Configured on an ODA

physcpubind :012345678910111213141516 17 1819 2021 222324 2526272829 30 31 3233343536 3738394041

42 43 44 45 46 A7
cpubind : 0
nodebind : 0
membind: 0

META; Solutions for the Red Stack

[dmorgan@Ixorapln5 ~]$ numactl -- hardware
available: 2 nodes (0 -1)

node O size: 48457 MB

node O free: 269 MB

node 1 size: 48480 MB

node 1 free: 47 MB

node distances:

node 0 1

0: 10 20
1. 20 10
[dmorgan@Ixorapln5 ~]$ numactl -- show

policy: default
preferred node: current

physcpubind :01234567891011121314151617 1819 2021 2223

cpubind :01
nodebind :01
membind: 0 1

NUMA Configured

more examples: www.morganslibrary.org/reference/numa.html

29



Is Your Database NUMA Aware?

SQL> SELECT a.ksppinm

PNAME, c.ksppstvl
x$ksppsv ¢

2 FROM x$ksppi a, x$ksppcv b,
3 WHERE a.indx = b.indx
4 AND a.indx = c.indx

5 AND LOWER( a.ksppinm ) LIKE "%

6* ORDER BY 1,

PVAL

_NUMA instance_mapping
_NUMA_pool_size
_db_block_numa
__enable_ NUMA interleave
_enable_NUMA _optimization
__enable_ NUMA _support
_numa_buffer_cache_stats
_numa_shift_enabled
__numa_shift_value
_numa_trace_level
_pXx_numa_stealing_enabled
__px_numa_support_enabled
_rm_numa_sched_enable
policy enabled
_rm_numa_simulation_cpus
resource  mgr
_rm_numa_simulation_pgs

Not specified Set of nodes that this instance should run on
Not specified aggregate size in bytes of NUMA pool

1
TRUE
FALSE
FALSE
0
TRUE
0

0
TRUE
FALSE
FALSE

0

0

numa%o'

PVAL, aksppdesc PDESC

Number of NUMA nodes
Enable NUMA interleave mode
Enable NUMA specific optimizations
Enable NUMA support and optimizations
Configure NUMA buffer cache stats
Enable NUMA shift
user defined value for
numa trace event
enable/disable PQ granule stealing across NUMA nodes
enable/disable PQ NUMA support
Is Resource Manager (RM) related NUMA scheduled

numa nodes shift

number of cpus for each pg for numa simulation in

number of PGs for numa simulation in resource manager

META; Solutions for the Red Stack

more examples: www.morganslibrary.org/reference/numa.html

30



Enable Database NUMA Support

conn /as sysdba

ALTER SYSTEM SET " _enable_ NUMA_support " =TRUE
COMMENINUMA Support Enabled 15 - Mar- 2015
CONTAINER=ALL

SCOPE=SPFILE

SID="*;

A COMMENT
A Commenting changes provides change management good practices
A CONTAINER
A New 12c syntax directing a change to alter all containers or the current container
A SCOPE
A MEMORY, SPFILE or BOTH
A SID
A The asterisk indicates that we want the change to take place on all cluster nodes

META? Solutions for the Red Stack more examples: www.morganslibrary.org/reference/numa.html "



HugePages

A Also known as "Large Memory Pages" or just "Large Pages"

AEach page table entry represents a
processoO0s memory

A Can be as large as 64 KB in size per entry
A Can be huge for large memory systems

A See PageTables in /proc/meminfo
A Aslarge a 1.5 GB

A The entire SGA must fit inside the HugePages
A If it does not fit ... then none of it will use the HugePage memory

A You will essentially have walled your database off from using a large portion of the server's
memory

META; Solutions for the Red Stack
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Swappiness

A Swapping (aka Paging)
A In a sense the operating system's version of the Oracle Temp tablespace

A Specifies a bias value for the kernel to swap out memory pages used by
processes in the cgroup rather than reclaim pages from the page cache

A A value smaller than the default value of 60 reduces the kernel's preference
for swapping out memory pages

A Avalue greater than 60 increases the preference for swapping out

A Avalue greater than 100 allows the system to swap out pages that fall within
the address space of the cgroup's tasks

vm.swappiness=0 The kernel will swap only to avoid an out of memory condition

vm.swappiness=60 The default value

vm.swappiness=100 The kernel will swap aggressively

A In older versions of the ODA swappiness was set at 100 (a bad idea) and with
the X5-2 has been set at O (an almost equally bad idea)

META; Solutions for the Red Stack

33



Unstable database Computing System
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Tuesday Emaill

Mark as unread

y.com>
Tue 2015-11-10 1042

Inbox

To: Daniel A, Morgan;

® You replied on 2015-11-10 19:41,

Dear Daniel,

We met during Twin Cities Oracle User Group event and discussed a little bit issues for Oracle RAC on Cisco UCS in VMWare environment.

>  We moved most of our data center RACs to the VIMWare on Cisco blades. After that, we started experiencing different kind of issues with Oracle RAC. <€

Bazed on log files we can see that when Oracle crashes, the cluster ware reports that there is no heartbeat between nodes or disks ping is taking too long.
Metwork administrators and Sysadmins do not see anything on HW or ViMWare level.

In addition, performance is much worse when one we had one on physical HW despite the fact that we have flash disks, Pure Storage arrays, and they are never
busy.

Currently, there is a serious discussion going on inside our company on whether we need to go back to HW from WMWare environment.

Unless VM ware is not for Oracle RAC, our guess is that we do not have enocugh knowledge/expertise on how to Configure ViMWare for Oracle RAC right.

S0, having that, is that something you or your company can help with? | mean, if we keep Oracle RAC running on ViWare, we'd like to get a consultation or a
contractor with a rich background in supporting/architecting production Oracle RAC on VMWare.

Hope to hear from you soon.

META; Solutions for the Red Stack
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Let's Talk About Blades

A Stability is critical to Oracle DBAs the organizations that employ them

A If you have stability issues you can waste staggering amounts of time proving
the issue isn't the database

A | have worked extensively with Cisco UCS
A ~10 databases stand-alone 11gR2
A ~75 RAC Active-Active and Active-Passive Failover Clusters

A The questions that need to be asked are
A What s the value of failover for a cluster?
A Whatis the value of functioning network diagnostics?
A Whatis the value of stability?

gL WITEEE
o
i jo—
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VLANS and the Cluster Interconnect .

A Itis essentially impossible do what is recommended in Oracle Support's
"best practices" guidelines for RAC with blades: any blades from any vendor

RAC: Frequently Asked Questions (Doc ID 220970.1)

Cluster interconnect network separation can be satisfied either by using standalone, dedicated switches, which provide the
highest degree of network isolation, or Virtual Local Area Networks defined on the Ethernet switch, which provide broadcast
domain isolation between IP networks. VLANs are fully supported for Oracle Clusterware interconnect deployments.
Partitioning the Ethernet switch with VLANs allows for:

- Sharing the same switch for private and public communication.

- Sharing the same switch for the private communication of more than one cluster.

- Sharing the same switch for private communication and shared storage access.

The following best practices should be followed:
The Cluster Interconnect VLAN must be on a non-routed IP subnet.

All Cluster Interconnect networks must be configured with non-routed IPs. The server-server communication should be single
hop through the switch viathe interconnect VLAN. There is no VLAN-VLAN communication.

Oracle recommends maintaining a 1:1 mapping of subnet to VLAN.
The most common VLAN deployments maintain a 1:1 mapping of subnet to VLAN. It is strongly recommended to avoid multi-

subnet mapping to asingle VLAN. Best practice recommends a single access VLAN port configured on the switch for the
cluster interconnect VLAN. The server side network interface should have access to a single VLAN.

META; Solutions for the Red Stack



VLANS and the Cluster Interconnect .2

A Itis extremely difficult to troubleshoot interconnect issues with UCS as the
tools for separating public, storage, and fusion interconnect packets do not
exist

Troubleshooting gc block lost and Poor Network Performance in a RAC Environment (Doc ID 563566.1)

6. Interconnect LAN non-dedicated
Description: Shared public IP traffic and/or shared NAS IP traffic, configured on the interconnect LAN will result in
degraded application performance, network congestion and, in extreme cases, global cache block loss.

Action: The interconnect/clusterware traffic should be on a dedicated LAN defined by a non-routed subnet. Interconnect
traffic should be isolated to the adjacent switch(es), e.g. interconnect traffic should not extend beyond the access layer
switch(es) to which the links are attached. The interconnect traffic should not be shared with public or NAS traffic. If
Virtual LANs (VLANS) are used, the interconnect should be on a single, dedicated VLAN mapped to a dedicated, non-
routed subnet, which is isolated from public or NAS traffic.

META; Solutions for the Red Stack
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My Personal Experience

A Blade servers, of which Cisco UCS is but one example,
do not have sufficient independent network cards to
avoid the networking becoming a single point of failure

A It is good when the public interface has a "keep alive"
enabled but this is a fatal flaw for the cluster
Interconnect as fail-over will be delayed

A When different types of packets, public, storage, and interconnect are mixed
low-level diagnostics are difficult ... if not impossible

A When different types of packets, public, storage, and interconnect are mixed
the latency of one is the latency of all

A Traffic from any one blade can impact all blades

META; Solutions for the Red Stack
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UCS Blade Server Conclusions

A Blade servers may be a good solution for application and web servers
A They may even be acceptable for stand-alone databases

A Blade servers are unsuitable when
A High availability is the goal

RAC the technology for achieving it

Performance is critically important

You don't want to stay at work at night, on weekends, and holidays troubleshooting
repeated unexplained failures

> >

A Unstable database Computing System

META; Solutions for the Red Stack
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I/O (1:3)

A Not all HBA cards are the same

A NIC cards vary widely in capabilities and performance
A TCP Segmentation Offloading (TSO)
A Kernel Optimization of the TCP/IP stack

-- enable TCP kernel auto - tuning
/proc/sys/net/ipva/ tcp_moderate_rcvbuf (1=0n)

-- tune TCP max memory: tune to 2xBDP (Bandwidth x Delay Product)

--  For example, with 40 Mbits /sec bandwidth, 25 msec delay,
-- BDP = (40 x 1000 / 8 Kbytes/sec) x (0.025 sec) ~ 128 Kbytes
/proc/sys/net/ipva/ tcp_rmem and tcp_wmem 4096 87380 174760

-- tune the socket buffer sizes by setting to 2xBDP
/proc/sys/net/core/ rmem_max and wmem_max

-- ensure that TCP Performance features are enabled

/proc/sys/net/ipv4/ tcp_sack

Iproc/sys/net/ipv4/ tcp_window_scaling

/proc/sys/net/ipv4/ tcp_timestamps

-- additionally be sure NIC cards have TCP off - loading capability

META; Solutions for the Red Stack
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I/O (2:3)
A Optimize Data Guard

-- sqglnet.ora
NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)
DEFAULT_SDU_SIZE=32767

-- listener.ora
DGLOGSHIPB =
(DESCRIPTION =
(SDU = 32767)
(SEND_BUF_SIZE=9375000)
(RECV_BUF_SIZE=9375000)
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST =
10.0.7.2)(PORT = 1526))
)
(CONNECT _DATA =
(SERVICE_NAME = prodb )

)
)

more examples: www.morganslibrary.org/reference/data_guard.html

META; Solutions for the Red Stack

43



I/O (3:3)

A Optimize for RAC

A Read the Oracle installation documents with very careful attention to the advice given for
kernel parameters

Disable TCP/IP Keep-Alive for transparent failover
If on Linux and you don't know what rmem and wmem are ... read the docs
If on Solaris and you don't know what rsize and wsize are ... read the docs

> I

META; Solutions for the Red Stack
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Virtual Machines

A Leave sufficient cpu resources for the bare-metal operating system to perform
I/O and manage network traffic

A Disable interrupt coalescing
A Disable chipset power management
A Read the docs hitp://mww.vmware.com/pdf/Perf Best Practices vSphere5.0.pdf

A VMs on NUMA machines should be configured to enhance memory allocation
A This example is from vSphere where 0 and 1 are the processor sockets

numa.nodeAffinity =0,1 ’

META; Solutions for the Red Stack
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In The Beginning s

A Customer Reports are stuck in the queue

Hi Ops

Report Jobs are getting stuck in Waiting in Queue. Also, having
performance issues with Admin side

Thanks,
J

Step to Recreate

1. Log into Website

2. Navigate to Reports

3. Search for Account Data

4. Run the report for morgand

5. Notice that the report is stuck in Waiting in Queue

META; Solutions for the Red Stack
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In The Beginning e
A The website generated an HTTP403 error

As a partner we got communication that the previously assigned
sandboxes will be brought down.

Instead -as a partner- we got a them demo environment assigned (Tenant
ID: PARTNEROOO1 which we have integrated with a customer database
Instance (xxxdemo ace4morgan).

Everything was working fine (including integration).

Today | tried to access the instance via the partner and via the direct url
(https://partner0001.demo.xxx.com/admin/nativelogin.jsp) but in both case
an error is displayed on the screen (see attachment).

We need this be fixed as soon as possible!
(major customer demo session on Friday!)

META; Solutions for the Red Stack
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In The Beginning @4
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How Does An Application Server Connect to RAC?

A Do you connect to the SCAN IP by name or number?
A If a name ... a DNS server resolves the name to an IP

A To avoid single points of failure you should have two or more DNS servers
with a load balancer, or two, in front of them

A The SCAN IP points to a VIP which may again need to be resolved from a
name to a physical IP address

A The VIP may again point to a name which must be resolved to a physical IP
address

A Most servers cache DNS entries to improve speed
A Do you know if yours do?
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Triaging a Connection Problem

A Try to connect to the cluster?
A From where?
A With what tool?
A Tothe SCAN, VIP, or physical IP?

A Ping the IP addresses

A Run Trace Route on the IP addresses

A Read the listener log

A Read the database alert log

A Call the network admins who will tell you

[

[

[

[

[

a everything looks good ...

[

[

[

[

e

the network is just Ok ...

e

e

e

e

ﬂ_

ﬂ the network is always Ok
the network will always be Ok
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RESOLVE.CONF 5

NAME

resaolv.conf- resolver configuration file

SYNOPSIS

fetcfreaolv.cont

DESCRIPTION

The resclver isasetofroutines that provide access to the Internet Domain Mame System. See resolver{JRESOLY). resclv.conf isa
configuration file that contains the information that is read by the reaclver routines the firsttime they are invoked by a process. The file is
designed to be human readable and contains a list of keywoards with values that provide various types of resclver information.

The resclv.conf file contains the following configuration directives:
nameserver

Specifies the Internet address in dot-notation format of a name server that the resolver is to query. Up to MAXMNS name servers may
be listed, one per keyword. See <reaclv.hy . Ifthere are multiple servers, the resolver library queries them in the order listed. If no
name server entries are present, the resolver library queries the name server on the local machine. The resolver library follows the

algorithm to try a name server until the query times out. It then tries the the name servers that follow, until each query times out. It
repeats all the name servers until a maximum number of retries are made.

domain

Specifies the local domain name. Most gueries for names within this domain can use short names relative to the local domain. [fno
damain entry is present, the domain is determined from sysinfo({2) or from gethostname({3C). (Everything after the first *"is presumed

to be the domain name.) If the host name does not cantain a domain parn, the root domain is assumed. You can use the
LOCELDOMATH environmentvariable to override the domain name.
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search

The search list for host name lookup. The search list is normally determined from the local domain name. By default, it contains only
the local domain name. ¥ou can change the default behavior by listing the desired domain search path following the search keyword,
with spaces ortabs separating the names. Most resclver queries will be attempted using each component of the search path in

turn until a match is found. This process may be slow and will generate a lot of network traffic if the servers for the listed domains are
not local. Cueries will time out if no server is available for one of the domains.

The search list is currently limited to six domains and a total of 256 characters.

sortlist addressfist

Allows addresses returned by the libresolv-internal gethostbyname () 1o be sorfed. A scrtliast is specified by IP address
netmask pairs. The netmask is optional and defaults to the natural netmask ofthe net. The IP address and optional netwark pairs are
separated by slashes. Up to 10 pairs may be specified. For example:

sortlist 130.155.160.0/255.255.240.0 130.155.0.0

META; Solutions for the Red Stack

54



RESOLVE.CONF g3

options

Allows certain internal resolver variables to be modified. The syntaxis

ocptions cpticn ...

where aption is one of the following:

debug

Sets BES DEBUG inthe res.cpticna field
ndot=: 0

sets athreshold floor for the number of dots which must appear in a name givento res ¢query () bDefore aninitial absolute
(as-is) query is performed. See resolver(IJRESOLY). The default value for s is 1, which means thatifthere are any dots in a
name, the name is fried first as an absolute name before any search list elements are appended to it.

timecout: p
retrans: N

Sets the amount of time the resolver will wait for a response from a remote name server before retrying the query by means of
a different name server. Measured in seconds, the defaultis RES_TIMECUT . See «resclv.h> . The timecut and

retrans values are the starting point for an exponential back off procedure where the timscut is doubled far every
retransmit attempt.

attempts: N
retry: N

Sets the number of times the resolver will send a query to its name servers before giving up and returning an error to the
calling application. The defaultis RES_DFLEETRY . See <resclv.hi .
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Resolution: The DNS Admin POV s

On August 7th, we experienced a 2 hour outage that impacted more than 150 customers. In

researching this outage it was noticed that DNS caching had been disabled on the Oracle

Database Servers. Also, in going through the logs on the F5 Local Traffic Manager (LTM), is was
noticed that there were 39,696 port exhaustion errors on port 53 going to the three DNS servers,
starting at approximately 4am and ending slightly after 3pm. There were also an additional
625,665 port exhaustion error messages that were dropped in the logs, bringing the total to
665,361 port exhaustion error messages.

Further research discovered that there was a misconfiguration in the resolv.conf file on the
servers in the data center. The resolv.conf file on these servers looked like this:

search morgan.priv

nameserver 10.24.244.200 (VIP pointing to servers listed below)
nameserver 10.24.244.21 (Bind server 01)

nameserver 10.24.244.25 (Bind server 02)

nameserver 10.24.244.29 (Bind server 03)

This results in the first DNS query going to the VIP for hosthame and reverse IP resolution, and then to the
three DNS servers. However, the 3 DNS servers which were supposed to be the alternative option to the VIP
are also pointing to the same VIP. This basically sets up an infinite loop until the DNS queries time out.

The recommended resolution was to remove the VIP and have the servers query the DNS servers directly.
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Resolution: The DNS Admin POV s

These graphs give an overview of what was happening throughout August 7th on the servers. |
noticed that there is a sudden drop in connections right around 10:40am; and returning at around

10:45 am.

| f

you | ook at the
between 10:22 and 10:42; with increasing levels of port exhaustion as connections and activity

Increases after about 12:07pm.

Additionally, | went back over the last few days and looked for port exhaustion for the DNS servers

on port 53 and found the following:

Jul 29
Jul 30
Jul 31
Aug 1
Aug 2
Aug 3
Aug 4
Aug 5
Aug 6

16 port exhaustion errors

7 port exhaustion errors

8 port exhaustion errors

6 port exhaustion errors
38,711 port exhaustion errors
26,023 port exhaustion errors
22,614 port exhaustion errors

20 port exhaustion errors
11,282 port exhaustion errors

| 6ve previousl!l vy,
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Resolution: The DNS Admin POV g

Additionally, I did some calculations on the additional port exhaustion log messages that were
droppedi these were the throttling error that | mentioned previously.

On the 7th of August there were an additional 625,665 port exhaustion error messages that were
dropped. On August 3rd, there were an additional 99,199 port exhaustion error messages that
were dropped.

And on August 2nd, there were an additional 204,315 port exhaustion error messages that were
dropped.

These numbers are in addition to the numbers of port exhaustion errors previously reported.
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Resolution: The System Admin POV _

Every unix box at the LAX data center has this resolv.conf file:

search morgan.priv

nameserver 10.24.244.200 (VIP pointing to both ADO1 and ADO2 windows servers)
nameserver 10.24.244.21 (Bind server 01)

nameserver 10.24.244.25 (Bind server 02)

nameserver 10.24.244.29 (Bind server 03)

The idea behind this design is to firstly query the VIP (for hostname resolution) and then, the 3 bind servers
which are slave DNS servers of the AD DNS servers described above.

Now, I've found that the BIND servers (unix) which are supposed to be the alternative option to the VIP,
have the same /etc/resolv.conffile and therefore are also pointing to the VIP on the first place. As you can
Imagine this basically ends up in an infinite loop until the load balancer get finally some relief or the DNS
gueries timeout.

Refer to the attachment "Morgan current arch" to see the workflow.

The fix should be easy and basically would consist of removing the VIP from the /etc/resolv.conffrom the
Bind servers and have them pointing to each AD server (bind01 -> ADO1, bind02 -> AD02, etc).

The ultimate solution would be to remove the VIP from all the /etc/resolv.conffiles and query the BIND

servers (Helen has been asking for this for months) and although we have done that in the DEN
environment, apparently that hasn't been done on the LAX side yet.
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Port Exhaustion Conclusions

A As a DBA you MUST understand how DNS is configured for every one of your
databases

A As a DBA you MUST understand resolv.conf and monitor it for content and
changes

A As a DBA you MUST educate DNS and System Admins about how to connect
to a RAC cluster or a standby

A As a DBA, when troubleshooting connection issues, you MUST log in from an
application server to identify what is actually going on ... you can't just FTP to
the box
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Storage Hardware

A Storage
A Spinning Disk
A Solid State Devices
A Controllers
A SAN Switches

Flash/DRAM

Kaminario K2
/Hybrid SSD
N F
etApp FAS6240 Fi ik
Cluster
Fusion-io ioDrive2 SSD

Up to 1,200,000 IOPS SPC-1 IOPS Fe

with the K2-D (DRAM)(41142]

1,261,145 SPECsfs2008 nfsv3 IOPs

using 1,440 15K disks. across 60 NFS, CIFS, FC,

shelves, with virtual storage FCOE, iISCSI
tiering 143
Up to 9,608,000 IOPSI#! PCle

Device Type IOPS Interface | Notes
7,200 rpm SATA drives | HDD | ~75-100 IOPSE]l | SATA 3 Gbit/s
10,000 rpm SATA drives | HDD | ~125-150 IOPS[Z] | SATA 3 Gbit/s
10,000 rpm SAS drives | HDD | ~140 |OPS[2] SAS
15,000 rpm SAS drives | HDD | ~175-210 IOPSE] | SAS

Only via demonstration so far.

SPECsfs2008 is the latest version of the Standard Performance
Evaluation Corporation benchmark suite measuring file server
throughput and response time, providing a standardized method for
comparing performance across different vendor platforms
hitp://www spec.org/sts2008 2.
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Storage Heat Map
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