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Syllabus

Other Activities

Mandatory Disclaimer
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Disclaimer *

This room is an unsafe harbour

We am not subject to any NDA

No one from Oracle has previewed this presentation
No one from Oracle knows what we are going to say
No one from Oracle has supplied any of our materials

This presentation is about released products,
currently available, that work extremely well

What we are going to emphasize today are those
things you need to know to move your career and
your organization forward

You may rely upon this presentation to make
decisions for yourself and your enterprise

Oracle Corp. Is not responsible for anything we say
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I'm supposed to talk about the ODA
(Oracle Database Appliance)
but let's talk about something

equally important first

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org

One Hundred Degrees of Separation Presented: Calgary Oracle Users Group - 20 March, 20 14




What DBAs Do

Manage databases
deploy them
patch them
upgrade them
secure them
performance tune them
troubleshoot them

Confronted by any Oracle database we can always
find something about it that can be improved.
Especially if someone else was managing it before us

Would anyone in this room want to have their
databases graded by Jonathan Lewis, Alex
Gorbachev, Tanel Poder?

| wouldn't!
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The Great Switch Fiasco

The environment: RAC Cluster built with Sun M9000s

At a major telecom where the network expertise is as
good as it gets

Application used to monitor network stability and real-
time optimize call routing and performance

Existing cluster interconnect is 10gEth, non-routable,
jumbo frames, with dedicated Cisco 5010 switches

New cluster interconnect is 10gEth, non-routable,
jumbo frames, with dedicated Cisco 7010 switches

What could possibly go wrong?

And how much sleep would be lost in triage and
Implementing the fix?
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If ODAS had been installed

Packet would not have been rejected

No outage would have been required

An SLA violation would not have occurred

The customer would have been happy

DBAs would have gotten to to go home and sleep

Many people: ops management, system admins,
network admins, project mangers, outage managers,
Network Operations Center personnel, would not
have spent countless hours on an outage bridge
listening to support engineers from three different
companies point fingers or ask for just one more
system state dump



Static Puzzle Pieces

RAM Manufacturer & Version

Onboard Drivers

32bit / 64 bit

Se rver Sockets, cores, threads Drivers
Manufacturer & Model

Patch Level

Internal Drives
Character Set

HBA / NIC Cards - P,
Other Apps: Antivirus, Email, TripWire, Netbackup

Kernel Configuration

Edition

Version
patch Leve!

init parameters
Character Set

Compression
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Animated Puzzle Pieces
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It's hard to get your arms around a barrel of squid
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[ ONELINESS

IF You FIND YOURSELF STRUGGLING WITH LONELINESS, YOU'RE NOT ALONE.
AMND YET YOU ARE ALONE. S0 VERY ALONE.
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The Solution

make different, and better, decisions
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What is an ODA?

Literally: An appliance
Though in 2010 we had to pay extra for the power cords

First announced Sept 2011
Latest generation is X4

Two node RAC cluster
2 X Intel Xeon E5-2697 v2 12-core processors per node
24 cores per node
256 GB memory per node
18TB double or triple mirrored ASM
4 x 200GB SSD for redo logs
Redundant 10gEth internal interconnect

Oracle Enterprise Linux 5.9
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Storage Expansion

Start with 18TB
Double or triple mirrored ASM

Optionally add an additional
18TB for a total of 36 TB with an expansion shelf
Includes four additional 200GB SSDs
Pay-as-you-grow
Storage
CPU

Enterprise Edition, RAC, and other licenses too
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Licensing Options

Database
Enterprise Edition 11gR2
High Availability
RAC
One Node: for "active-active"
Server failover: for "active-passive"
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Additional Value Adds

ZFS Storage Appliance
OVM: Oracle Virtual Machine
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ODA Front
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ODA Back
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ODA Back
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Discussion

wWhy an ODA?
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Why an ODA?

Minimize complexity from rack-and-stack to full
deployment

Fast installation and configuration
Ease of maintenance and patching

Faster database performance than hardware not
engineered for the Oracle database

Stable

.. but the best reasons to deploy ODAs:

Freedom from System Admin tyranny!
Freedom from Network Admin indifference!
Freedom from the Storage Admin gulag!
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But ODA's are not perfect
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Oracle didn't make them childproof
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Discussion

Installation

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org

One Hundred Degrees of Separation Presented: Calgary Oracle Users Group - 20 March, 20 14




Real World Deployments

BC Hydro

Manitoba
Oracle
Users
Group

MBOUG would like to thank our Corporate Sponsors for their contributions

The Oracle JOBS List is now active!
Click Here to join the MBOUG events and jobs email lists!

ORACLE
2D 1OVelO

: What We Do Support the community by organizing:

& Education Seminars

* Technical Presentations
* Case Studies

& Hands-on Workshops

Best Practice Symposiums
Special Guest Lactures
Metworkang Opportunities
Social Events

Cur Next Event Coming soon to Winnipeg, Manitoba
Two informative and entertaining presentations to launch the Manitoba Oracle Users Group
A great networking oppornunity Lo mest your peers

Date to be announced

5:00-8:00pm

Location to be announced

Light dinner included, come afier work!

ORACLE
2D 1DVelO

nce regisirati
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Step 1: Power On
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Step 2: Wait for OK Lights
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Step 3: Log In as root
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Step 4: A little Linux Configuration

System

i =04 ¥TFT) 1 -'l o o o ]
458 IN3INZi U35 FAT3Z

I/logical, beginnings (mom-Linux?):

1 /mtrush
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Step 5: Perform ILOM Configuration

£_21838_Linux-x86-b4.zip ssoftwares.

L write /tmp /ILON-3_0_14 13 a
elaybios warning=g 5

onfig.sh’ are the same file
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Step 6: A Little Network Config

0 configure:18.1°16.2148
he netr s to configure:255.255 55 .4
he gateway address to configure ;2801 . 1688
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Install Screens: 1

F - — _— =
[£| Oracle Appliance Manager

ORACLE
DATABASE APPLIANCE

Welcome

T Welcome Welcome to Oracle Appliance Manager

).r\ Configuration Type
Provide information about your system name and configuration in the following

screens, and save the parameter file so that vou can vse it as a goide for network
configuration.

If sou are ready to install. then you can lead a previously created configuration file.
You can alzo modify a configuration file that you have created earlier, or enter

T
i
i
| completely new mformation.

Click Install to deploy Oracle Grid Infrastructure and Oracle Databaze with the

configuration information you have provided.

Copyright ® 2011, Oracle andfor its affiliates. All rights reserved

| Help | | Mext = | Cancel |
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Install Screens: 2

| £:| Oracle Appliance Manager
Configuration Type ORACLE
DATABASE APPLIANCE
Welcome

() Configuration Type Select Configuration Type:

\l./ Syetem Information (") Typical (Recommended)
i 'ZE_.' Custom
i
i
I
| —
I Lead an existing configuration: Browse
|
I

| Help | | < Back || Next = _J | Cancel |
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Install Screens: 3

| £:| Oracle Appliance Manager

System Information ORALCLE
DATABASE APPLIANCE
|
.. Configuration Type
: System Name: hgodaracl2t
! System Information
T Generic Netwaork Region: |America i |
[ Timezone: | Americal/Los_Angeles > |
|
[ Database Deployment: | RAC = |
[ Database Backup: | Local - |
[ Mew Root Password: L TTT]
Mew Root Password(confirm): m

- | < Back " ﬂm*—‘_i | Cancel |
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Install Screens: 4

| £ Oracle Appliance Manager

Generic Network ORACLE
DATABASE APPLIANCE
| Domain Mame: corp.drugstore.com
e .
|
T System Information [ ] Mo DNS Server available
! Generic Network
| DNS Servers. 10.1.1.1 10412
T Public Metwork
NTP Servers: 10.1.0.2 64 47 139.100

| Help | | <= Back || ﬂ&){t}j Cancel |
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Install Screens: 5

|§| Oracle Appliance Manager @
Public Network ORACLE J
DATABASE APPLIANCE '\"
i Model-Mame  MNodel-IP Node2-Mame  NodeZ-IP
__,.-]-\‘
% Public: hgodarac02z| |10.221.0.21 hqodarac02t| | 10.221.0.25
1
v Conerc Natwork
i e VIP hqodaracD2:| |10.221.0.23 hgodaracd2t| |10.221.0.27
T Public Hetwork
e e SCAN hqodaracd2t-s| Addresses |10.221.0.24 10.221.0.28
| Netmask |255.2552550 | Gateway |10.221.0.1
| -
f i Interface bond0 =
|
- LOM |hqodarach2:| (10.221.022 | |laracO2btior| |10.221.0.26
Netmask  |255.255.255.0 | Gateway |10.221.0.1|
| Help | | < Back ” ﬂe:d}J FINiS | Cancel |
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Install Screens: 6

' —— = ——

| £ Oracle Appliance Manager
Other Network ORACLE
DATABASE APPLIANCE
] ' Model-Mame  MNodel-IP Mode2-Name  MNode2-IP
.-f'l - :
bond!  |rac02ti-nett | | | |racozt2nett| | |

Public Metwaork

bond2 |ran:IJ211-net2| | | |ran:I}2r2-net2| |

Databasze Information

I
l
'T'
T Other Network
T
I
[
I

xbond0 |rac&2ﬂ-neﬂl| | | |ran:EI2t2—netS| |

Help

| = Back " Next = | | Cancel |
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Install Screens: 7

» -
| £ Cracle Appliance Manager
Database Information ORACLE
DATABASE APPLIANCE
|
.r"T‘x
Database Mame: TESTI
|
-| Database Class: | Wedium > |
-i Database Language: |AI‘.‘IERICAN B |
T Other Network
i Database Information Database Block Size: 15192 = |
|
ASH Inf ti
e Database Characterset | AL32UTFB - |
Wl
Database Territory: | AMERICA -|
|
IE
| <= Back |[ Mext = J z | Cancel |
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Install Screens: 8

[ £ Oracle Appliance Manager

ORACLE
DATABASE APPLIANCE

ASR Information

T

-

|:| Configure Oracle Auto Service Reguest (ASR)

Proxy Server Name:

Oracle Online Account Username:

Database Information Oracle Online Account Password:

T
T
T
T

!

T CloudFS Information

I ASR Information

|
g
|
|
|
i
2

T

| Help | | < Back || Next = | : Cancel |
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Install Screens: 9

|£: Cracle Appliance Manager @
CloudFs Information oracte (¥
DATABASE APPLIANCE '-\\_"w
__--_H..rd

T |:| Configure Cloud FileSystem

",
T

Mount Point:

File System Size (GB):

ASH Information

i ——( —.c_ —5. — — — — —

CloudF 5 Information
Network Validation
Kl »
| | Help | | < Back " ﬂm}j | Cancel |
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Install Screens: 10

| £2| Oracle Appliance Manager

Network Validation ORACLE
DATABASE APPLIANCE

[ Skip Network Validations

™ : WP TANTE TOT TIOST T Mo0araclZa-vIy. cor [ arIqsSIore. comn 15 resovanE

VIP Name for host 1 hgodaraclZat-vip. corp.drugstore. com resolves to
10.221.0.23

WVIP Mame for host 2 hgodarac02bt-vip. corp.drugstore.com is resolvable

WIP Name for host 2 hgodarac02bt-vip. corp.drugstore. com resolves to
10.221.027

SCAN Mame hgodaracl2t-scan.corp.drugstore.com is resolvable

SCAN IP10.221.0.24 is not pingable.

SCAN IP10.221.0.28 is not pingable.

SCAN Mame hgodaracl2t-scan.corp.drugstere.com resolves to IP 10.221.0.28
SCAN Mame hgodaracl2t-scan.corp.drugstore.com resolves to IP 10.221.0.24

| b

CloudFS Information
Retwork Validation Network Validation Summary

ERROR: Gateway IP for network 0 10.221.0.1 iz not pingable

Sawve Validation Output | | Run Validations |

Help | | < Back | | Cancel |
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Install Screens: 11

(. =
|£:| Oracle Appliance Manager @

Summary ORACLE ”‘*u_j
DATABASE APPLIANCE s ﬂ

H_‘...d

MNET3 Gateway = -

MET3 Interface = xbond0

s MET3 Metwork Hostname = ( )

ILOM IPs = (10.221.0.22 10.221.0.26)

ILOM Hostname = (hgodarac0Zat-ilom hgodaracl2bt-ilom)
ILOM Metmask = 255255 255.0

ILOM Gateway = 10.221.0.1

L

—CloudF FileSystem Info—
I : Configure Cloud FileSystem = Falze
I R Cloud FileSystem Mount point =
I Cloud Filesystem size(GB) =
T
|
-

—Automatic Service Reguest—
Configure ASR = False

ALSH proxy server =

| Summary ASR online account username =
ASR online account passwaord =

Network Validation

Sawve the generated configuration | Save |

Help | | < Back | . | Finizsh H Cancel |
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Value Adds

The ILOM
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System Information: System Information Overview
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System Information: System Information Overview
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System Information: Component Management

Component Management
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EYSARCPLD HRAL |-
T | ISTEARNETD Fiabaort Indedface L
| SYSARMNETY Hptwirt Indpetace oK
* | ESYSARBNET2 | ot indeniace [+ 4
* | ISYSABBMNETI Htwor Inteface | O
T | EYSARPD | MoH Processor o
T | SYSARPODD BTN oK
BYEARPLD1 el | Ok
EBYSARPLD2 Gy O
T | ETSARPOD] Pl | K,
© | SYsAmeODd G O
FEVEARPLDS Cium Okl
| EEVSARPY Host Processod O
| AYSARPLDD o oK
* | EYsARfuD | Daumd oK
* | BYSARPLD? Caumd Ok
T | EYSARPLDD fettel) o
* | EYSARPLDL BTN Ok
BYSARPLDS Daumd | OK
ESYSABVIASENPO VO Boand O
ETSARVEASEF 0 Boarg O
* | SYSARFHDD) i Db Moy -
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System Information: Fault Management

Oracle® Integrated Lights Out Manager

Fault Management

i I COMPOnnt) Thal e curendy in 3 uiled 48

Faulted Componants
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System Information: Identification Information

Bl ALY

Oracle* Integrated Lights Out Manager

remonsmcs | Syvmtomurns | Powutssgumen | Swren | ot | oo Messpronas | o Comw | Momerece |
| Oveiew | Componests | Fatiasapement | IoeraScasoniwiormassn | BaneerMessages | SessonTimeouw | Versioss |
identification Information
Corfaur s sMnbBcinon e rasor Tha 4 9200 100 PRybicl Y 0008 Crich a0 whdTalr B DUSien poadd will B4 reaurdd 150 S400ely (H08 BCBN1 SUCh &) SO astd reCivhsy

5P Hostaame: [haosarachtatdom

5P Systess eatiar [Oracie Database sgplance

P SystemContact [ooo QRN
0 Systomtocaton: [N 17 e, 0%

5P Bystess De-scriphon; SUN ARE NEXTO M2 SERVER. ILOM vA 0. 94932, 170704
Paysical Pressnce Checkc W Enasied

(S
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Remote Control: Host Control: Remote Console

!Uracle(R) Integrated Lights Out Manager Remote Console . ) =10l x|

Redirection Devices Keyboard Video Help
B 192.0.2.101

..No suspend signe e on swap, not resuming.
Creating root

INFO: »r ed on only files
write Wi e enabled during r

Commit interval 5 seconds
ry mplete.
mounted file em with ordered data mode.

no fstab.sys, mounting
Bwitching to new root and
unmounting old sdewv
unmounting old
unmounting ol :
SELinu Di at runtime.
i ring netfilter hooks

type=1484 audit(1341398185.123:2): selinux auid=4294967295 294967295
INIT: wversion Z2.86 booting

Welcome to SErver

Pre 1’ to enter interactive startup.
Starting udewv
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ILOM Warning Message

Fram: Wilom-gerbi@ 10, 1022, 125 Sent  Thu 927/2012 250 PM
H DsDBA
Suibjegt deddaraclibp-ilamm:l o giastDiriritical
]
{ActDir) _Bindalser bind errar, -1i-1, Can't contact LDAP server, Check cart-file, network connectivity, local date/time )
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More Value Adds: High Availability

RAC
Data Guard
RMAN

Replication
GoldenGate
Streams

OEM Cloud Control 12c

Diagnostic Pack
Tuning Pack
Data Masking Pack

One-Button Solutions
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Support Center

B @ doa aradecom ' ¢ |[ 8- oo £l & w- @ Oy
i3 oucibuckte [l Google  Emad | vumor | Hews  Orade | Bolis | Scence o Hesdines

ORACLE Database Appliance Documentation

_

Wiekcome O Documentation
Welcoms 1o the Oracle Database Applance documentation Nbrary. Oradle Databaca Appliance is o highly
available all-inrone cluster, database, and storage server. The product provides appliance-like ease of use for Setup Poster X4-2 (Alternabe bid in MTML) HTML FOE
instadlation and management, greatly smpifying the deployment and maintenance of 3n anterprise-bvel highly Setup Poster X3-2 (Alernate best in HTML) HTM, POF
paailable rotabonal database syshem. Bul using industry-standard Qracky Linu Servers, and inteligent database Satup Poster (AREMabE i i HTML) HTHL FDF
and storage software from Oracle, Oracle Databese Appliance is 8 complate package of softwore, servers, and (g SIBMed Guds HTML FDF
storage, optimized for smple daploymant and easy mantanance. Rékbass hotes HTHL FDF
Owmer's Guide HIML EDF
Serice Manual HIML FQE
Safaty and Compliance Guide HIML PDE
Ligenmrg Informaticn HTHL PDF
ORACLE uroracLs suppopr 5 Powerbew s 0ff | = | Daried » B0 Contactls Help =
| Deshboerd | Kmowledge "{_ service Requests | Patches A Updates 'f (of Communsty | Certfcations | Systems [ Colector [re.v]  rv) B> sewchkremedoe sase 2 s

KM Search Results

Seanch: " Security Technical Implementation Guides™

[¥] = ° secunity Techncal implementation Guides™ A 13063 o
Refine Search Cliar A1
28-Feb-2013  Orade Exadata Database Machine Dol C3A 5TIG [Artde ID 1526666.1)
- Source Haw Furpese This document desribess the implcations of Department of Defense (Do) DISA Security Technical Implementation Guides (5TI65) on Orade Exadata Database Machine
T erwEonments.
SOLrCeEs
Knowledge Base D4-Apr-2013  Orade Database Agpkance Dol CAA STIG [irtde D 1456609.1]
P et Main Canbent The Department of Defense D00 D154 Infarmation Assurance Process indudes Certificalion and AcareditatiendCRA) incuding the Security Technical
Hacon Eam Ardinem Trnplementation Guades(STiG),
Bug Catshase
Bt o W 02-kn-2013 TG Implementation Sopt for Orade Detsbase Appliance [Arbde 1D 1461102.1]
nu: S— Goal The Security Technical Implementation Guides (STIG:) and the NA Gudss are e configuration standards for DOD A and [A-snabled devices feystems,
LAy LA
Communibes
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STIG Download

17 STIG Implementation Script for Orade Database Appliance (Doc ID 1461102.1) 4} Ta Battom

Modfied: 03-Jun-2013  Type: HOWTO

= B o &

APPLIES TO:

Oracle Database Appliance - Version Al Versions and |ater
Oracle Appliance Kit - Version 2.2.0.0 to 2.6.0.0 [Release 2.2 to 2.6)

Liniee xB6-64

# ./stig.sh -fix -force

*== Following is the list of stig violation fixed by script. ===
*== Below details can be found in log file: fopt/oraclefoak/log/stig/fix.log.06.06.12.02.41.49

*=* Category : 1 =**

STIG-ID  : Filename : Message . Status

LMX00140  : /boot/grub/menu.lst : Enable password for GRUB : ALREADY DONE

~|Attachments
E Stig Seript (56,532 KE)
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STIG Script

STIG Script Syntax

The script logs its actions in the
"lopt/oracle/oak/log//hostname/stig/" directory

-check  checks the system for guideline violations
-force  re-runs the script even if there are no violations

-fix used to implement guideline recommendations
lock and unlock options can be used to enable or disable
direct ssh logging as root. Direct ssh login as root is required
for Patching and therefore before patching, the unlock needs
to be executed.

Sample usage
#./stig.sh -fix
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STIG Script Output: Category 1

2012-06-28 01:18:12

2012-06-28 01:18:12 :
2012-06-28 01:18:12 :
- [STIG ID : GEN004640] : [CH
2012-06-28 01:18:12 :
2012-06-28 01:18:12 :
:[STIG ID : LNX00580] : [CH
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :

2012-06-28 01:18:12

2012-06-28 01:18:12

2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000340] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN0O0080O] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000620] : |
2012 - 06- 28 01:18:13 : [STIG ID : GEN000640] : [CHECK] : For
2012-06-28 01:18:13 :
- [STIG ID : GEN0O00700] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN001120] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN003080] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : GEN000920] : [CHEC
2012-06-28 01:18:13 :
2012-06-28 01:18:13 :
- [STIG ID : LNX00340] : [CHEC

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:13

2012-06-28 01:18:35 :
:[STIG ID : GEN004560] : [CHEC

2012-06-28 01:18:35

Daniel A. Morgan |

: Running stig script version: '
2012-06-28 01:18:12 :
2012-06-28 01:18:12 :

Executing script : ./stig.sh
Checking for stig violations o

List of Category-1 stig violat
[STIG ID : LNX00140] :[CH

[STIG ID : LNX00320] : [CH
[STIG ID : LNX00320] : [CH

[STIG ID : 2006-T-0013] : [CH
[STIG ID : LNX00040] : [CH

List of Category-2 stig violat
[STIG ID : GEN000020] : [CHEC

[STIG ID : GEN000340] : [CHEC
[STIG ID : GEN000460] : [CHEC

[STIG ID : GEN00060Q] : [CHEC
[STIG ID : GEN00060Q] : [CHEC
CHEC
[STIG ID : GEN000480] : [CHEC

[STIG ID : GEN000540] : [CHEC
[STIG ID : GEN000580Q] : [CHEC

[STIG ID : GEN00210Q] : [CHEC
[STIG ID : GEN002960] : [CHEC

[STIG ID : GEN003200] : [CHEC
[STIG ID : GEN005400] : [CHEC

[STIG ID : GEN003865] : [CHEC
[STIG ID : GEN00400Q] : [CHEC

List of Category-3 stig violat

damorganl2c@gmail.com ww

One Hundred Degrees of Separation

1.0
-check
n system 'orclsys1'

ion found by script
ECK] : Password for grub not enabled
ECK] : sendmail decode command is not commented in /
ECK] : Privilege account 'shutdown' is present
ECK] : Privilege account 'halt' is present
ECK] : Ctrl-Alt-Del combination to shutdown system
ECK] : RealVNC rpmis installed on system
ECK] : Support for usb device found in kernel

ion found by script
K] : Single user mode boot is enabled without a pas
K] : Non privileged account oprofile found on system
K] : Non privileged account avahi-autoipd found on s
K] : pam_tally not used to lock account after 3 cons
K] : remember not used in PAM configuration files
K] : Force of at least one lower case character is
K] : Force of at least one upper case character is
K] : Force of at least one numeric character is not

ce of at least one special character is not set for

K] : Login delay is not enabled in /etc/pam.d/syste
K] : Maximum age for a password change is more than
K] : Password can be changed more than once in 24 h
K] : Password length is less than 8 characters
K] : Direct login as root is enabled from ssh
K] : ekshell supported by the pam.rhost
K] : Access to cron is not through cron.allow and cro
K] : Permission of file /etc/crontab is more permiss
K] : Permission of file /etc/cron.deny is more permi
K] : Permission of file /etc/syslog.conf is more per
K] : Permission of directory /root is more permissi
K] : tcpdump rpm is installed on system
K] : Permission of file /bin/traceroute is more perm
K] : Unnecessary account ftp found on system

ion found by script
K] : sendmail version is not hidden.

w.morganslibrary.org

: FOUND
etc/aliases : FOUND
: FOUND
: FOUND
is enabled : FOUND
: FOUND
: FOUND
sword : FOUND
: FOUND
ystem : FOUND
ecutive failed logins : FOUND
: FOUND
not set for password : FOUND
not set for password : FOUND
set for password : FOUND
password FOUNI
m-auth : FOUND
60 days : FOUND
ours : FOUND
: FOUND
: FOUND
: FOUND
n.deny : FOUND
ive than octal 600 : FOUND

ssive than octal 600 : FOUND
missive than octal 640 : FOUND
ve than octal 700 : FOUND
: FOUND
issive than octal 700 : FOUND
: FOUND

- FOUND
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When is an ODA the right answer?

Small to medium sized operation
Stand-alone or inside a much larger enterprise

Desire ease of an appliance for
Installation
Configuration
Patching
Maintenance
Lower operating cost

High availability
Admin team too busy with other responsibilities to
manage the complexity of RAC
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Syllabus

Other Activities

Mandatory Disclaimer

ODA: Oracle Database Appliance
ZFS Storage Appliance

OVM: Oracle Virtual Machine
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What i1s ZFS?

Designed to protect data on disk from data corruption
caused by bit rot

Similar advantages as ASM

A 128 bit file system

Eliminates the SAN lost write issue
Integrated logical volume management
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What is a ZFS Storage Appliance?

NFS Mount to ODA or anything else
Deduplication

10X — 50X compression with Hybrid Columnar
Compression

Optimized storage hierarchy with Hybrid Storage Pools
containing DRAM, flash cache, and disk drives

Simultaneous multiprotocol support across multiple
network interconnects, including GbE, 10 GbE, fibre
channel and InfiniBand

12c¢ Cloud Control Integration
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What is a ZFS Storage Appliance?

Enterprise class Network Attached Storage (NAS)
Choose the size that meets your needs

Hybrid Columnar Compression (w/o an Exadata)
Hybrid storage pools for DRAM and Flash caches
DTrace storage analytics

Use for
Backup and Restore
Cloning
Data Masking

‘@5u|j|_
COHRACLE

ey e
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ZFS 7420
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ZFS Internals

PDU

Dual Controllers

120TStorage
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ZFS BUI: Config Services

$5Sun - LOGOUT _WELP
e SLIN IFS STORAGE ™20 [¥iMhe clonter peer by repned e chister Minemins £
SERVICES STORAGHE NETWORK SAN CLUSTER USIRS PRIFERENCES ALERTS
[zl Services
Data Services
WS : ' 1T
® iSCE s A T
@ 5MB i
o FTP Conaiis 20178 o
@ TP % i
@ HOMP ace W
Refmole Rephealion e o
Shadow Migraton : ransa £
ol @
o SRP ) S U
@ TFTP " 0
@ Virus Scan akle 2 td 0
Directary Services
o M - i
LDAP i i 1 U]
Active Directony o
Idantity Mapping i 3.5.2 i
System Settings
e E @
. - 25.20 174351 €3
widell . T34 O R
@ Fhone Home sabled  DOEDE01TaREE O (D
Dynamic Rouling : - o0
Serace Tags 2002520 17550 6 ()
4 SMTP . (1535 1612
o SHMP e 287 MR EP D
Byslog ; ; 24T 64 1Y
System dentity Onine  20L25-20 174253 F
Remote Access
E5H . , 0
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ZFS BUI: Config Storage

"'SUI"I I E LOGOUT HELP
SUN ZFS STORAGE 7420 PITIDE cluster peer has rejoned the cluster Dismiss £
[cracLe |

Confem that &b devices are pressnt and mnamally functicnad, and alocale tham to 8 siorags pool m C ORI
Verify and allocate devices Step 1 of 2
Dewicas may be added on a per-Sevice bass, howeaver SATA devices n SAS.1 encicsures may be added in
haif- gr whole-chasss units only. VWhile affected devices may be allocated, they wil not be avadable for use and
cannol be sdded ber without reconfiguring the pool for besd resuls, dafer configuring siorage unid any
probiems can be repained. Miing devices of differing speeds within a siorage pocl s sirongly discouraged
MAME MODEL @ AT LOG CACHE
o c0zfsT42001p Sun ZFS Storage 7420 - -3
© 1235FMD003 Sun Disk Shelf (SAS-2) 7200 [ duwsm - - #
© 1235FMD002 Sun Disk Shelf (SAS-2) T200 |1$ '-'l {49.1T) . . *

U

1

2

3

4

5 |

&

7

8

9

10

n

12

13

14

15

16

17

18

P |

Daniel A. Morgan | damorganl2c@gmail.com | ww w.morganslibrary.org

One Hundred Degrees of Separation

Presented: Calgary Oracle Users Group - 20 March, 20 14



ZFS BUI: Config Storage

Daniel A. Morgan

.Sun SUN ZFS STORAGE 7420

|

FYNTRE cluster peer fas repined the cluster

Confrm ihat all devices are present and minmady funchonal, and slecate tham lo & sherage posl

LOGOUT HELP

Dismis s

Choose Storage Profile 4 Step 2 of 2

Configure avalabie siorage into a pool by defining s underlying redundancy profile. Carnefully read the profile

descriptions bo understand how each balances the nherent irade-offs between svailsbily, performance, and

capachy, and select the profie that best fis your workiosd If avalable, NSPF indicales no single point of falure,

which affords certain profies the abiity for a pool bo servive through loss of a sngle disk shell

Storage Breakdown Data Profile
TYPE = NSPF AVAILABILITY PERFORMANCE CAPACITY SIZE
Double parity No [ T— [RT—— - 18.8T

e Mirrored Yes [eTS———— ST——— - 07T

! G Mirmored Mo (S [ —— — 10.7T
Single panty, narrow stripes Mo [as—— [rep—— i 16.1T
Striped Mo [T——— [ p—— 26.9T7
Triphe mirmored Yes (—— [ —— B.0eT

H Data 1887 :

B Party £ 48T Triple marrored Ho o o [rora——— 8 06T

Regarded HEG i i . ’

» 5;::, 27ar Triple parity, wide stripes Mo ——— r— [y R—— 16.1T

i Data profile: Double pari

Data + Parity 9 disks 5 DL Pariy

Spare 1 disks Each array stripe contains two panty disks, yielding high availability while increasing capacity over mirmored configurations

Log 0 disks Double parity striping is recommended for workloads requinng litthe or no random access, such as backup/restore

Cache 0 disks
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ZFS BUI: Config Network Config

Svper-Usor@clafsT42001p LOGOUT  HELP
‘SUH SUM ZFS STORAGE 7420

/_/

SERVICES STORAGE NETWORK SAN CLUSTER WSERS PREFERENCES ALERTS
Metwork Configuration Addresses Routing
To configure nebworang, bulld Dataknks on Devices, and nbeifaces on Datalnks. Chck on @ pendl £on (o edil objed properbes REVERT APPLY

Selecl an object o view s relationship [0 oiier objects. Drag cbjects lo exiend Aggregations of [P Multipathing Grougps

Devices 12tete & Datalinks stoisl @ Interfaces 4 total
BUILT-IM ¢ ighd Fai + headl netd Fa
’ i ighl 1P sialic, 197 165 40 245772 via ighl
& igh0 1Gb (full) B — . » ©h
R g < head2 ne
N ighi 1Gh (ha) wia igh11 iPvd stalic, 192 168 4024922, via igh1
0 igh2 ink down @ poghel Fa s private10gb Fa
B igb3 firnds dowm Carstorn MTLHS0G0), 2 bl 1Py static, 102211124824, via togbed
&% egbel Fa- - private10gb2 FE
PCla 3 Cusbam MTLUHS000), Wa tagbel 1P sllale, 10 221 112 5024, wa boghea?

& xghal 10Gh (full)

B bogbe fink; chowen
PCle 6

M ghal 10560 {hull)

a4 Iixgbﬂ firk diowm

PCle T
= ibp2 pari down
= ibp3 port dovn
PCle 2
= ibpl Pt derwn
= i:p'l ot e
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ZFS BUI: Configuration Services LDAP

" 7
Super-User@clzisT42001p LOGOUT  HELP

|
05”“ | SUN ZFS STORAGE 7420

Er=r3

SERVICES  STORAGE METWORK  SAM  CLUSTER  USERS  PREFERENCES  ALERTS
[ Services LDAP Properties  Logs
(@ Back 1o Services 3 () 2012-10-11 12:30:32 Online

LOWP Directory Service
Recognize uaets and groups Protect LDAP traffic with SSLTLS T

Base search DN | de-unix, dc-mlib,dc=com |

Search scops © One-level (non-recursive)
# Sublree (recursme)

ertace Authentication method | Simple (RFC 4513) x|

Bind credantial level & Anonymous
 Proooy

D

Password
T Self
Schema definttion # Ean
o Servers

SERVER CERTIFICATE EXPFIRES
perritod.mlib. com: 389

—
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ZFS BUI: Maintenance Logs

Configuration

Alerts 112 70ta

ALERTS FAULTS SYSTEM AUDIT PHONE HOME

TIME EVENT ID

20125924 1529 45 u53?14-513—595T—t12‘5—f5"5&-&434&h&d2‘ﬂd
2012-5-24 152546 ) aBBIBI5T-Beed-43d2-e421-cE55 B2 coble

€ 4503530471 24-clci-dbd 1.c27917 1 7381

2012-5-24 151453 €D BeZ2need-abb4-4c79-chiS-f51bb1 bSfetd
2012:0.24 142344 245106 de-se58-0299-0247 85820153107
2012-5-24 142344 €Y 0a2eT265-40b1-ch50-£250-d151 21144041

Be24 1472544 8 coBicofi-Beel-ebT9-f46e-GeBE51 3o2add
€ 595500e0-6a10-6530-c73a-d90 1151 15443
2012-5-24 142330 6 0481 abd7-c431-eI04-B35 -cleel 117 0dac
24142330 9 po790TD9-91 20-a2d5-am44-b5b ot Ic ae

012-5-24 142316 €N 7304a003-5664-4440-21d7-dBeabS 050338
) 42a5d18b-348c-B85e-cOnt-ace Bacdd2ic
24 14:223:15 ) h555651h.330b-456a-8518-043000147 3de
&) 50221122-Thel-eAS5c-MH29-daIE 1T faZ 1 T

1az310 ¥ dT0af351.ca2s.chbd-8a54-bEadt 366C8D
€Y 01c51460-069-c85c-d560-e 1082044139
€ 2245e504-220d 4240-caZc dSEL2dI5Tec

i
(=]

6 ddcositb-saet-db7i-53a4-Dea3eT5d0543
142310 69 ge514e43 SEI0 GLSE-02a3-e31a4dcanhlf
34142310 i e81550f6-d4 2-cT8e-2a2b-babiSd03c455
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Maintenance Shares

HARDWARE SYSTEM FROBLEMS

DESCRIPTION
The system has finished scrubbing the ZFS pool 'GENERIC

The system has begun scrubbing the /5 pool 'GENERIC'.
The system has finished scrubbing the ZFS pool RMANBACK
The system has begun scrubbing the ZFS pool RMANBACK .
Metwork connectivity via datalink ixgbe0 has been established.
Full IP connectiity via interface ixgbe( has been established
MNetwork connectivity via port ixgbeD has been established.
Metwork conneciiziiy via datalink ixgbel has been lost

IF connectivity wia interface ixgbel has been lost due to link-based failure.

Metwork connectivity via port ixgbed has been lost.

Full IP connectiity via interface ixgbe? has been established
MNetwork connectivity wia datalink ixgbeZ has baen astablished.
Metwork connectnity wia port ixgbe2 has been established

IP connectivity wia interface ixgbe2 has been lost due to link-based failure.

MNetwork connectiily via datalink ixgbe2 has been lost

Full IP connectivity wia interface ixgbe2 has been established
Metwork connectivity wia port ixgbeZ has been lost.

Metwork connectiity via datalink ixgbe2 has been established
MNetwork connectivity wia port ixgbe2 has been established.

IP connectivity via interface ixgbe2 has been lost due to link-based failure.
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Status

Analytics

LOGS WORKFLOWS
1444 100119

TYPE
Minor Alert

Minor Alert
Minor Alert
Minor Alert
Mimor alen
Minor alert
Minor alant
Major alert
Major alert
Minor alent
Iinor alert
Minor alent
Mimor alent
Major alert
Major alen
Minor alert
Minor alert
Minor alert
Minor alert
Major alent
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ZFS BUI: Configuration Alerts

Calegory |Actve Directory
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ZFS Storage Appliances

Daniel A. Morgan
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20M0.0-14 15:60:3& The systern has begun scrubbing the ZFS pool ‘poold’.

2040-8-12 220152
2B 182504
2010-8-12 122450

Tha ZF5 poal "poold’ has finished resilvarng.

The hiod spane D851QCQ091TMHDD 18 has bean activated in responss to a disk @ilee or dsk remosal
The number of checksum emors associated with the device TRE1QCQ091/HDD 12 has excecded acceptable
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Syllabus

Other Activities

Mandatory Disclaimer

ODA: Oracle Database Appliance
ZFS Storage Appliance

OVM: Oracle Virtual Machine
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Virtual Machines

There are a lot of VMs on the market
VMWare
Hyper-V
IBM LPar (Logical Partitions)

AIX - P Series
zLinux - Z Series

Sun Containers
OVM ... the Oracle Virtual Machine

Most are generic and work well for app and web
servers or for standing up development environments

Most are totally unsuitable for enterprise-scale
databases

Support matters
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Why Does OVM EXxist?

Think about Oracle's development environment

Think about virtualizing on one machine versus
materializing on multiple machines

Enterprise Architecture

Resource pools
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OVM

= Oracle VM 3: Architecture and Technical Cverview (F'IZ.JF}

= [Designing, Creating and Testing an Oracle YM 3.2 Environment (PDF)
= Oracle VM 3: Backup and Recovery Best Practices Guide (FDF)

* Oracle VM 3: Storage Connect Overview (FOF)

= Oracle VM 3: Server Pool Deployment Planning Considerations for Scalability and Availability
(FDF)

= Oracle VM 3: Quick Start Guide (PDF)
= Oracle WM 3: Integrating Cracle VM into a Disaster Recovery Solution using SAMN (PDF)

= Oracle VM 3: Looking "Under the Hood™ at Metwarking (HTML), Fundamental Concepts for
WLAM Metworks (HTML), and Metwork Maming (HTML)

= Qracle VM 3: 10GbE Metwork Performance Tuning (PDF)
» Cracle VM 3: Building a Demao Environment using Cracle VM VirtualBox (POF)

» Oracle Real Application Clusters in Oracle VM Environments (PDF)
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OVM
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ODA OVM Architecture

Manager

Privileged
Database
Environment

DOM-BASE

Hypervisor

Applications and Templates

DOM-BASE

Hypervisor

ODA
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OVM

Daniel A. Morgan | damorganl2c@gmail.com ww  w.morganslibrary.org



Questions

ERROR at line 1.:
ORA-00028: your session has been killed
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Thank you

Thank you for taking the
time to join us today

If you are not actively involved in the COUG
today Is a perfect day to join
and support yourself and your community

do

25TH ANNIVERSARY

(S

Calgary ORACLE
Users Group
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